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Orange Business Overview 

Orange Business is a network and digital integrator and serves enterprises worldwide. With a legal presence in more than 60 

countries, Orange Business leverages its global footprint to deploy and manage network and digital solutions. Orange 

Business provides transversal operational activities for its services, including implementation, management, operations and 

support from specialised facilities located in several countries called Major Services Centers, including its Major Services 

Center located in India. 

Global Personal Data Protection Program 

Orange Business has implemented a comprehensive global personal data protection program to ensure compliance with the 

General Data Protection Regulation (GDPR) and other applicable local data protection laws. This program encompasses its 

entire organization, regardless of the legal entity or country, and is tailored to its global operational practices. Detailed 

information on how Orange Business processes and protects personal data for its customers can be found in its Privacy 

Notice for Customers and Prospects. 

Appropriate Safeguards for transfers 

All Orange Business entities have signed the 2021 EU Commission Standard Contractual Clauses (SCCs) for processor-to-

processor transfers for the transfers to the entities hosting the Major Services Centers:  

- Data Exporter: Orange Business legal entities in the EU, EEA, UK, and Switzerland. 

- Data Importer: the Orange Business legal entity hosting the Major Services Center. 

Compliance with the EDPB Recommendations 

In line with the European Data Protection Board's (EDPB) Recommendations 01/2020, Orange Business has reviewed its 

personal data processing activities related to transversal support activities provided by its Major Services Center India. This 

review included an assessment of the laws and practices of India, conducted with the assistance of an internationally 

recognized law firm and local counsel based in India, to evaluate the effectiveness of the EU Standard Contractual Clauses 

for personal data transfers. 

Orange Business monitors and assesses regularly the legal and regulatory framework in India to ensure that all the relevant 

technical, contractual and organisational measures are in place. 

This assessment was performed by Orange Business for its own compliance and accountability purposes and does not 

constitute a legal advice or a contractual commitment. 

 

Part 1: Overview of the transfer: 

Data Exporter Orange Business affiliates in the EU, EEA, UK and Switzerland sending personal 

data to the Data Importer. 

Role of the exporter in the processing 

activity 

Processor. 

Orange Business department exporting 

the personal data 

Orange Business Departments building up and managing/supporting Orange 

Business. 

Data Importer Orange Business Services India Solutions Private Limited. 

Role of the importer in the processing 

activity 

Processor. 

Sector of activity of the Data Importer Support services. 

https://www.orange-business.com/en/personal-data
https://www.orange-business.com/en/personal-data
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Orange Business department which 

processes the transferred data 

Major Services Center (MSC). 

Third Country India. 

Date TIA updated March 2025. 

Frequency of the transfer Continuous. 

 

Part 2 - Assessment of the Processing Activity 

Purpose of the Transfer To provide operational support to Orange Business customers during build and run. 

Categories of Personal Data 

Transferred (see Annex) 

Billing Data, Contact Data, Identity Data, Support Data, Location Data, Profile Data, 

Technical Data, Traffic / Connection Data, Usage Data. 

Categories of Data Subjects to 

which the Personal Data 

Transferred relate 

Employees of Orange Business, employees of other Orange Business Affiliates, 

employees of customers, individual end-users of the services, employees of suppliers. 

Categories of recipients 

within Orange Business entity 

in the third country 

Orange Business operational and support team accessing the data in accordance with 
their role. 

Categories of recipients  

- External suppliers of Orange 

Business in the third country 

Not applicable. 

Type of processing Remote access: 

Orange Business internal applications are mainly hosted in France and in any case in 

Europe and are accessed remotely by staff. 

Storage in country: 

Any operation on personal data as necessary by the local staff to perform their duties, 

such as consultation, deletion or use to prepare reports etc. 

Current Technical, 

Contractual and 

Organizational Measures (for 

the processing activity carried 

out in the third country) 

Contractual measures 

• Obligations set out in the Orange Business Intragroup data processing and 

transfer agreement and the EU Standard Contractual Clauses signed by 

Orange Business entities. 

Technical and organizational measures 

• [Global] Data Protection Standard; 

• [Global] External TOMS; 

• [Global] Business Continuity Plan documents; 
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• [Global] Data breach process; 

• [Global] Information Security and Data Privacy training and awareness for 

the employees; 

• [Global] Procedure and tool to handle government access requests; 

• Tool access strictly controlled and audited; 

• Audit of SharePoint by owners (admin) to ensure access is on need basis; 

• Local India: security policy in place along with end user acceptable usage 

policy which all staff have to read and sign upon joining and read and 

acknowledge every subsequent year; 

• [Global] Personal Data Protection Program. 

Certifications: 

• Certifications: ISO 9001, ISO 14001, ISO 27001. 

Onward transfers 

(physical transfer from the 

third country to another 

country by Orange Business 

local entity of by a supplier) 

Not applicable. 

 

Part 3 - Assessment of the Third Country: 

Data Protection Law The Digital Personal Data Protection Act, 2023. The act is not effective yet. 

Data Protection 

Authority  

Data Protection Board of India. 

International 

instrument(s) on data 

protection 

None, India has adhered to the Universal Declaration of Human Rights and the International 

Covenant on Civil and Political Rights, which recognise the right to privacy as a fundamental 

right. 

Overview of the 

applicable legal 

framework and the rule 

of law 

The Constitution establishes the rule of law and protects fundamental rights. Other legislation 

also protects human rights. The judiciary is independent. The Supreme Court and High Courts 

have the power to enforce fundamental rights (including the right to privacy). In 2017, the 

Supreme Court recognized the right to privacy as a fundamental right protected by the 

Constitution. 

Data Privacy Laws The Digital Personal Data 

Protection Act of 2023 

(“DPDP Act”). 

It is not yet effective as it is expecting the DPDP Rules to be 

in force for the Act to become applicable. 

Digital Personal Data 

Protection Rules of 2025 

(“DPDP Rules”). 

Draft released to public on 3rd January 2025, feedback until 

18th February 2025. The DPDP Rules are the enforcement 

rules related to the DPDP Act of 2023. 

https://www.meity.gov.in/writereaddata/files/Digital%20Personal%20Data%20Protection%20Act%202023.pdf
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National surveillance 

Law(s) 

The Telecommunications Act 

of 2023 N°44/2023 (“The 

Telecom Act”). 

It repeals the Telegraph Act of 1885; this Telecom Act allows 

the Government to suspend or prohibit the use of telecom 

equipment for security reasons. 

Also, the Government can take over, manage, and suspend 

any telecommunication services or networks in the interest 

of national security. It also promotes the rights of consumers 

as well as data privacy. 

Information Technology Act 

of 2000 (“IT Act”). 

 

The IT Act allows the government to intercept, monitor, and 

decrypt electronic information, as well as collect traffic data. 

Non-compliance may result in imprisonment and fines. 

The Bharatiya Nagarik 

Suraksha Sanhita (“BNSS”) of 

2023 

It replaces the Code of Criminal Procedure of 1973. It refers 

to “electronic communication”. 

Surveillance practices Orange Business is not aware of practices in India that regardless of the content of its formal 

laws, involve unnecessary or disproportionate public authority access to transferred personal 

data or otherwise adversely affect its protection or the ability of EEA individuals to exercise 

their data protection rights. 

Essential guarantees 

met by the national 

surveillance law(s) 

Legitimate powers for access to personal data by national law enforcement agencies must: 

Guarantee 1 be based on clear, 

precise and 

accessible rules  

Somehow. 

India follows the rule of law but the dedicated supervisory authority 

for data protection is not yet in place as well as the DPDP Rules. 

Guarantee 2 be subject to a 

requirement of 

necessity and 

proportionality 

with regard to the 

legitimate 

objectives pursued 

need to be 

demonstrated  

Somehow. 

Interception, monitoring, and decryption of electronic is possible in 

various cases such as: “the sovereignty and integrity of India”, “the 

security of the State” or ‘for public order”. These terms are broad. 

Guarantee 3 be subject to an 

independent 

oversight 

mechanism  

Somehow. 

Access, interception, and monitoring rights should only be exercised 

by specific authorities designated by the law. These authorities must 

provide written orders. Both government authorities and private 

entities must keep the orders and accessed information confidential.  

Secretaries to the central/state governments can approve access 

requests, except in emergency situations. A review committee 

evaluates directions for intercepting, monitoring, or decrypting 

information. However, it is noted that these authorities are part of the 

executive branch and may not be considered independent from the 

government. 
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Guarantee 4 provide effective 

remedies for the 

individuals 

Somehow. 

The right to privacy can only be restricted if there is a law justifying it. 

If individuals suspect illegal surveillance, they can go to court to 

challenge the surveillance order. The rights to equality, life, personal 

liberty, and privacy apply to all individuals, regardless of citizenship, 

while the right to freedom applies only to Indian citizens. Individuals 

have the right to seek legal remedies for privacy breaches. Regardless 

of citizenship, individuals can seek judicial and constitutional remedies 

in the Indian Supreme Court and High Courts. However, individuals are 

unlikely to be aware of surveillance under these laws, and the Right to 

Information Act is not very successful in compelling public authorities 

to disclose personal data they process. 

The Data Protection Authority is not yet in place as of 2025 so it is not 

possible to evaluate the independence and impartiality of this 

Authority yet. 

Government access 

requests received by 

Orange Business in 

respect of the personal 

data for the processing 

in scope of this 

assessment 

Orange Business has no record of access requests by a government in India in respect of the 

personal data processed within the scope of this assessment. 

 

Part 4 - Orange Business conclusion on the effectiveness of the EU Standard Contractual Clauses: 

Orange Business has reviewed its personal data processing activities for the provision of operational support by its Major 

Services Center in India. Orange Business has reviewed the laws and practices of India with the assistance of an 

international recognized law firm and local counsel based in India. 

Essential Guarantees 1, 2 and 3 are somehow complied with, based on the justifications provided above. 

Essential Guarantee 4 is also somehow complied with due to fact that the Data Protection Authority is not yet in place as 

well as the Data Protection Law. 

Nonetheless, in light of: 

- the scope of the processing activities;  

- the personal data processed; 

- the existence of an established constitutional, judicial and parliamentary system in India; 

- the absence of knowledge of problematic practises; 

- the lack of requests for access to personal by government authorities for the activities in scope; 

- the absence of evidence that the personal data transferred would be of a particular interest for public 

authorities in India; 

Orange Business concludes that it has found no evidence that the laws and practices of India will prevent in practice 

Orange Business from fulfilling its obligations under the EU Standard Contractual Clauses. 

Supplementary measures: the personal data in scope of this assessment is not under the custody or control of Orange 

Business India. Government access requests are referred to Orange Business Regulatory team. 
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Annex - Categories of Personal Data 

Billing Data 
the consumption data that Orange Business Services collects from services that it 

provides to its Customers in order to calculate charging and billing information, to the 
extent related to natural persons. 

Contact Data 
first name, last name, email address, address and telephone numbers, job role within 

the Customer 

Identity Data 
first name, last name, honorific (e.g. Ms, Mr. Dr.,…), username or similar identifier, 

password, ID document / number 

Support Data 
Customer Representative or End User service ticket information, Customer 

Representative or End User telephone recordings for incident 

Location Data geographic location, device location, SIM card location for mobile services 

Marketing and Communications 
Data 

preferences in receiving marketing from us and our third parties and communication 
preferences 

Profile Data interest, preferences, comments, questions, feedback, and survey responses 

Technical Data 

internet protocol (IP) address, login data, browser type and version, time zone setting 
and location, browser plug-in types and versions, operating system, and platform, as 

well as other technology on the devices natural persons use to access areas of our 
website or other technical data generated through the use of the service 

Traffic / Connection Data 
data revealing a communication’s origin, destination, route, format, size, time duration, 

IP address, time zone setting, MAC address. 

Hosted Data 
any categories of Customer Personal Data that may be recorded or stored (such as 

voicemails, call recordings, files) by Customer and which is hosted on the infrastructure 
provided by Orange Business Services 

Usage Data 
information about how End Users use our products and services, and natural persons 

use our website 

Visual Data 
photographs and other visual records we take during Orange Business Services or third-

party events or that we process based on your consent 

Other please list as required 

 


