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POSTMAN COLLECTION FOR CloudCustomerSpace API

1.

Purpose of this document

This document is intended for developers who need to use the management API for the Orange Business cloud
offer Cloud Avenue.

Note: this APl is not the Cloud Avenue API (cloud resource management) but the management API of your
Cloud Avenue offer - it allows you to: view invoices, create domains and users.

This document provides and describes the POSTMAN environment for a quick introduction to this API.

2.

Introduction :

For the purpose of exploring the functions of the API, Orange provides a POSTMAN :

- The collection itself, which allows to call the verbs of the API
- Aset of environment variables, to be adapted to the context (secret keys, passwords etc)

These JSON files for use in POSTMAN are available in the appendix of this document.

We remind you the steps to open your access to this API:

Cloud Customer Space Requirements :

You choose the contract ID(s) (e.g. OCB0001234) for which you want to access the billing files

You choose the Cloud Customer Space login (e.g. firstname.lastname) that you wish to use to access it - this
login must be associated with a valid email address.

You ensure access in the Cloud Customer Space to this contract ID via this login - if necessary you add the
necessary rights, in the Cloud Customer Space portal because the API accesses to the contract ID with these
same rights : if you don’t have editing rights in the portal you will not be able to perform editing actions in the
API.

APl registration :

You declare an account on the Orange Developer portal
You ask the OBS API support team (e.g. via this form, our teams will guide you through this registration
process) to give you access to the API by giving them two pieces of information:

(1) your "Orange Developer" portal login and

(2) your Cloud Customer Space login.
You will receive a welcome email to discover the APl in the Orange Developer portal

Since then you will have access to the API online technical help in this portal :

The link is https://developer.orange.com/apis/cloudstorecustomerspace
In the Orange Developer portal you declare an "Application"” in the "My Apps" menu, you will get identifiers:
Application ID, Client ID and Secret Client
You associate the Cloud Store Customer Space API with your application using the
The team will give you access to the APl and will also provide you with a key called API KEY.

Please note: Orange is not responsible for your use of POSTMAN on your environments, and does not provide
support for its use.

Note: If your workstation is connected to a corporate VPN, it is possible that calls to the APIs do not work from
your workstation - disconnect the VPN to check if your error is coming from there.



https://developer.orange.com/
https://cloud.orange-business.com/offres/infrastructure-iaas/flexible-engine/assistance-flexible-engine/faq-flexible-engine/contact-faq/
https://developer.orange.com/apis/cloudstorecustomerspace
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3.

Implementation: import

1. Importing the collection into POSTMAN

Retrieve the API_CLOUDSTORE_CUSTOMER_SPACE.postman_collection.json file in the appendix of this
document.

In POSTMAN, select the "Collections" section on the left and then the "Import" button.
Import the API_CLOUDSTORE_CUSTOMER_SPACE.postman_collection.json file.
The Cloud Customer Space API collection is imported:

2. Importing the environment into POSTMAN

Home Workspaces ~ APl Network ~  Explore

My Workspace

A Persona

Collections
» API Cloud Customer Space
8]

Retrieve the OrangeCloud_APIl.postman_environment.json file in the appendix of this document.

Select the "Environments" section on the left and then the "Import" button.

Import the OrangeCloud_APl.postman_environment.json file.

The OrangeCloud_API environment is imported:

To update the environment go to the environment management

3. Implementation: environment

New Import

[l or:
API(

Authy

Home  Workspaces ~ APl Network ~  Explh

My Workspace
New
A Personal
& =
Globals
o
&
" FE-OCBOOOXXXX (template)
[=] FE-OCBOOOYYYY
Environments
OrangeCloud_AP1

environment. You are ready to update the environment variables:

OrangeCloud_API

(SRR BN < B <

VARIABLE TYPE @
X-API-Key default
Contract-ld default
Token default
Host default
oauth_host default

w

INITIAL VALUE @

Your API_KEY provided to you by ECC team
ID of the contract (OCBO0Oxxxx)

access token returned by "generate acces t.
https://api.orange.com/cloud/b2biv1

https:f/api.orange.com/oauthfv

3

El
Environments
and select the OrangeCloud_API
W Fork | 0 A Share
CURRENT VALUE @ oo0 Persist All  Reset Al

eXAMple0ERVGla++gBMG7T1R355J2VsnfzrigivunCL+p5si..
QCBO0001656

ExAmPLewvCCO0aGpriWW7caKIDQMsQP
nttps:/fapi.orange.com/cloud/b2b/v1

nttps:ffapl.orange.com/foauthfv3

Import

- X-API-Key is the key provided by OBS, once you have communicated the login of the Cloud Client Space you
are using. This key is very long, for example :

Example+tOOERVGla++g6MG7TIR355)2VsnfzrtqhunCL+p5s1YQrylwXhcAPGZt6SmL5Z8SinWwYbB+ 2qolLKtFtCPIrZVgCTMAazF/ Tp8ZdyWHuZfHzu+NzoHatFKiKTénHoFkc96 WmdtVnPFtKBzjlURVDEUWS
CcVEX5cYninrFipsrBadAg+VLkpuP7GbG+QlyvjklosGajaTPZHEZAAS +9ZeLk6Ik0ZugB5T6dmZBb5W 2y rbYUzpSIXBp5+ BVz2MqVIKy9+db2Gveju+ TTBQGE2Br9)1jg802USaAWy Xsh5e6dhpKn9z5BvqRISTrBiY3
Oe-+Rjt+33ckoG64TQnZ528PfnaZnupp8DIxXqg9pHEat/YYIcle6RA74nKoKK4bs6 +10Hej2BRGGNHaw:++EXOeL WIYYqUsDH6PQBf7+cwRI3CIpAXm-+{ScuyElre) snCOHmMXt+ZsqgHDXYVZ3Z3RRCG5bD6W/h8
C6vyxyxrUFAINESAnBNIEt3F5sPWcMYerOpGVO46rTITU/Fh6XPM4OZuTCAWGeDOm7771v)vwoVPrk7giFGQBv+gNz3d8T23prgXtZNue QCHERKqrdhchtakfc7m38YFWtO5xeEnLmIXKCoLIm5ihdxuyu28H/
VI9VIouQh+/KTOFi8fmZaia8W8tQrgW3z3H2YObCkPzSpYAazsywdL T8/gMmsI\W67DZuFg7uUW8mLrnrTbQhClifwstvONIPIzdgCMWAXF2ru7qgL7RMZKNUzg1DnwzglELGChIuK Wiy 6 TTY9JOiFv6 2V UL
mU2qrfilVD/UcIGFRePdHWdwR3HCVgRT/xwEQI54d5IGDFC6 TXHGZ Gjwl 9ez5bsIZWIKVExKMy 7y WOSLXDI/IS2316ulN+6E/R)CxxB8QSpqVCeMXD/dG24h/SROV LexBVSK35HVAKnOfk4x YjhYIAOG8NG)B

QrRZEPtYvRCGAagdKKh5rM2U/HWVPVeUhS5056wVDFxInghOY6mQxfBBBecZp+HLD1

- Contract-ID in the format OCBOOONNNN, e.g. 0CB0001234 is used by calls to the verbs 'document download'
and 'documents list' and 'contract detail

- Token is the access token returned by the "generate access token" verb call, e.g. :
ExamPLeFP5EFSY4w1VfOWDXAUnMIDA
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To obtain this token follow this procedure:

1. On the Orange Developer portal: go to "Login" then "My apps" then select your application: note

the Client ID and Client secret fields
. o |

I Orange Developer products fecources Blog  Customer stories Q ==
wyoepe> APPLI-FINOPS. —_

Details

APPLI-FINOPL ___ -

Application de test pour accéder aux spécifications de I'APL.

Application ID @

WgBUrAYX1dH1

,Clxcmll) ] Status: Approved @  Client secret @
R o /2 3R Cauv CYzAXaHPo) 13 —OWOrsLDaTST

Authorization header @

Bas VCaXU0ZViaeEodcVImQ3F 1 akpDWXpBWDIUGEBaINCoKewV 09y

Subscribed APIs
Hide revoked APl @S

Name Version Subscription status

J §§E HH H

. Cloud Store Customer Space API Approved

b8 P—

2. In POSTMAN, for the "generate access token" call, enter your Client ID and Client secret codes in
the "Username" and "Password" fields:

generate access token

pOST ftoken

collaborative

ow Password

3. Execute the "generate acces token" call: the token is in the response, it is valid for 1 hour:

Bod e Heade: est Result

Pretty

DUD7Vb2pOGoNDR

» The value of "access_token" is automatically stored in the "Token" variable:
POST et [token

Params Authorization & Headers (12) Body » Pre-request Script esls @ Settings

1 pm.environment.set("Token", pm.response.json{).access_token);

- Host and oauth_host: these variables do not need to be modified

You are now ready to use the verbs available in the POSTMAN collection.
The detailed use of these verbs can be found here: https://developer.orange.com/apis/cloudstorecustomerspace



https://developer.orange.com/
https://developer.orange.com/apis/cloudstorecustomerspace
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Appendix #1: POSTMAN files

API_CLOUDSTORE_CUSTOMER_SPACE.postman_collection.json
{

"info": |

" _postman_id": "e32a5f1f-0418-4245-bafa-1dad474bb566e",

"API Cloud Customer Space",
"description": "this collection shows requests available with API_CloudStore",
"schema": "https://schema.getpostman.com/json/collection/v2.1.0/collection.json",
_exporter_id": "1504704"

"item": [

"generate access token",

"listen" test",

"script"

{

"exec": [

"pm.environment.set (\"Token\", pm.response.json(). access_token);"
1,
"type": "text/javascript

}

1,

"protocolProfileBehavior™: {
"disabledSystemHeaders": {}

’
"request": {
"auth": {
"password",
: "EXAMpleOrsuDaT3T",
"string"
e
{
"key" username",
"ExAmpleBiudeYZxJ8gRfCquvJICYzAX9HPO",
"type": "string"
}
1
I
"method": "POST",
"header": [
{
I
{
}
1,
"body": {
"mode": "urlencoded",
"urlencoded": [
{
"key": "grant_type",
"valu "client credentials",
"type": "text".
)
1
i
M"url":
"raw": "{{oauth_host}}/token",
"host": [
"{{oauth_host}}"
1,
"path": [
"token"
]
i
"description": "token OrangeDev"
I
"response": []
T
{
"name": "contracts list",
"request": {
"auth": {
"type": "bearer",
"pearer": [
{
"key": "token",
"valu {{Token}}",
"type": "string"
}
1
by
"method": "GET",
"header":
{
"key": "X-API-Key",
"value": "{{X-API-Key}}",
"type": "text".
I
{
"Accept",
"application/json",
text".
)
1,
marlt:
"raw": "{{Host}}/contracts",
"host": [
"{{Host}}"
1,
"path": [
"contracts"
1
i
"description": "Get List Contracts"
"response": []
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"name": "documents list",

token",
"{{Token}}",

"X-ECCS-Contract-Id",
"{{Contract-Id}}",

"Accept",
"application/json",
text".
}
1,
M"url": |
"raw": "{{Host}}/documents",
"host": [
"{{Host}}"
1,
"path": [
"documents"
1
I
"description": "List of documents".
"response": []
T
{
"name": "document download",
"protocolProfileBehavior™: {
"disabledSystemHeaders": {}
’
"request": {
"auth": {
"key": "token",
"value": "{{Token}}",
"type": "string"

I
"method": "GET",

"key": "X-API-Key",
"{{X-API-Key}}",

"Accept",
"application/json",
text".

"key": "X-ECCS-Contract-Id",
"{{Contract-Id}}",

text".
)
,
"url": {
"{{Host}}/documents/****insert here your document id****/file",
"{{Host}}"
1,
"path": [
"documents",
"#x**insert here your document id****",
"file"
1
i
"description": "download a document
I
"response": []
in
{
"name": "contract detail",
"request": {
"auth": {
"type": "bearer",
"bearer": [

token",
"{{Token}}",
string"

"X-API-Key",
"{{X-API-Key}}",
text".

"X-ECCS-Contract-Id",
"{{Contract-Id}}",
text".

"key":

"value

"key": "Accept",
"value "application/json",
"type" text".
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1,
M"url": |
"raw": "{{Host}}/contract",
"host": [
"{{Host}}"
1,
"path": [
"contract"
1
i
"description": "Detail Contract".

"response": []

"name": "create user",
"request": {
"auth": {

"type": "bearer",
"bearer": [

{
"token",
"{{Token}}",
"type": "string"

"key":

]

"pOST",

{

"key": "Accept",
"type text",
"application/json"
I
{
-API-Key",
text",

"{({X-API-Key}}"

1,
"body": {

civility": \"lastName": \"firstName": \"email": \"login": \"fixPhone": \"mobilePhone": \"mobilePhone":
"mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone": "mobilePhone",
"options": {
"raw": {
"language": "json"

}

i

"url": {

{{Host}}/contracts/{Contract-Id}}/user",
[

g™

"{(Host})"

1,

"path": [
"contracts",
"{{Contract-Id}}",

"user"
1
}
Ty
"response": []
T
{
"name": "create contract",
"request™: {
"auth": {
"type": "bearer",
"bearer": [
{
"token",
{{Token}}",
string"
}
1
i
"method": "POST",

"header": [

"{{X-API-Key}}"

"Accept",
text",
"application/json"

"value"

nraw,
{\r\n "billingAccountId\" : \"HONEY", "offerCode" : \"HONEY\",\r\n\"contractName\" : \"supportLevel":
": \"\",\r\n\"referentFixPhone\" : \"\",\r\n\"referentMobilePhone\" :

Nrawt:
A"\",\r\n\"referentCivility\" : \"referentName": \"\",\r\n\"referentFirstName\" : \"referentMai
\"referentMobilePhone", }

"options": {
"raw": {
"language": "json"

)

’
nuriv:
"{{Host}}/contracts",
"{{Host}}"
1,
"path': [
"contracts"
1
i
"description": "Get List Contracts"

g
"response": []

1
}

OrangeCloud_APl.postman_environment.json
{

"id": "e85c2816-685c-479c-8248-74d1b7£580el",
"name "OrangeCloud API",
"values": [

{
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"value": "Your API_KEY provided to you by ECC team",
"enabled: true

"Contract-Id",
"ID of the contract (OCBO00xxxx)",
"enabled: true

"key": "Token",
"value": "access token returned by "generate access token" request",
"enabled: true

"key": "Host",
"value": "https://api.orange.com/cloud/b2b/v1",
"enabled: true

"key": "oauth_host",
"value": "https://api.orange.com/oauth/v3",
"enabled: true

}
1,
"postman_variable_ scope": "environment",
"_postman_exported_at" 2022-01-10T13:35:25.073z2",
"postman_exported_using "Postman/9.8.2"




