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1. Introduction

1.1. Purpose of the document

This user guide describes your Cloud Client Space set up as part of the Flexible Engine offer.

1.2. Supporting documents for your offer

N° Title Reference URL

Orange Business Services documents

1

2

3

1.3. Glossary

Abbreviation | Description

FE Flexible Engine
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2. Presentation of the Cloud Client Space

2.1.

Principle

The Cloud Client Area has been set up for your Flexible Engine (FE) offer to help you manage
your offer as simply as possible.

From your new customer area, you will be able to manage all the FE contracts on which you have
been declared, in particular thanks to the following sections :

2.2.

Contract: this section allows you to view general information about your contract, the
orders you have placed, your rights and a sample of services that may be of interest to
you.

Dashboard: this section allows you to access your technical console (Flexible Engine
console) in SSO (Single Sign On) to allow you to manage your Cloud resources,

Services: This section allows you to order services online or access your change request
tool.

Subscriptions: this section allows you to view subscriptions that have been taken out.

Invoices: this section allows you to consult your latest invoices online, your latest usage
reports and to view contact information for your Invoice Reception service.

Support: this section allows you to access your incident reporting tool and view your
customer support center contact information.

Users: This section allows you to manage the users to whom you wish to give access to
the Customer Area or the Flexible Engine console.

Access to the Cloud Client Area

Your customer area is accessible at the following URL: https://selfcare.cloud.orange-business.com/.

To access the Cloud Client Area for your contract, a user account must have been created
beforehand:

you are the referent user of your contract?

Your user account was created automatically and you must have received an
ardmaccess the Customer Area containing your login details.

you are not the referent user of your contract?

Your user account must be created by your referrer user from the Customer Aea
(see Adding a user).
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3. Login to your Cloud Client Area

3.1. Set your password

When you 1% receive your access identifiers to the Cloud Customer Space by email, you will need
to define your password before you can access this portal.

Your password can be set by clicking on the set my Orange password button.
directly in the email you received (see image below) :

Tout d'abord, vous devez définir votre propre mot de passe en cliquant sur le lien suivant -

Figure 1. Button to set your Orange password before the 1st connection

This button redirects you to the following password personalization page:

Business
Services

Bienvenue sur votre espace Client Cloud

\Al A~ e

CO 1O VvOu
AOINTIC LWL YOU

Personnalisation du mot de passe

Pour obtenir votre mot de passe merci de saisir votre identifiant.
Vous recevrez un mail que vous devrez valider sous 24h

Charger une autre image

Identifiant

Recopier les
caractéres

Figure 2: Password customization page

Be sure to enter your "username" received by email in the Identifier field, then copy the random
characters in the field dedicated to this purpose and click on the Validate button.

A confirmation message is then displayed (see Figure 3: Password change request confirmation
message) and an email is sent to you to continue the password change procedure.
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Business
Services

Bienvenue sur votre espace Client Cloud ' Bonjour [Fgs »

= l

Votre demande a été prise en compte
Vous recevrez un mail pour activer votre mot de passe

Attention ! vous devez valider ce mail sous 24H

Figure 3: Password change request confirmation message

This email contains a unigue link. Click on this link to be redirected to the password change
page:

Business
Services

Bonjour,

Vous avez demandé a modifier votre mot de passe.
Cliguez sur ce lien pour le personnaliser.
Si ce lien ne fonctionne pas, merci de recopier celui-ci dans votre navigateur:

https://dro.orange-business.com/changepassword?-

Cordialement,

Votre service client Oranage Business Services

Figure 4. example of an email sent following a password change request

On the Change Password page (see Figure 5: Change Password page), you will be prompted to
enter the new password you have chosen twice.

Your password must comply with the following rule: at least 8 characters (medium level of
security) or 10 characters (strong level) and must contain at least 1 lower case letter and 1
upper case letter and 1 number and 1 special character from among #!' . @ _ -/

If your password is correct, you can then click on the Validate button: you will then receive an
email confirming your password change.
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Business
Services

Bienvenue sur votre espace Client Cloud Bonjour FEs

Votre mot de passe doit étre différent de votre identifiant.

Pour étre valide, le mot de passe doit comporter au minimum 8 caractéres (niveau de sécurité moyen)
ou 10 caractéres (niveau fort) et doit contenir au moins :

® 1 lettre minuscule

® 1 lettre majuscule

e 1 chiffre

® 1 caractére spécial parmi #!.@ _-/

Nous vous recommandons le niveau de sécurité le plus élevé
Saisissez votre mot de passe et cliquez sur le bouton "valider”.

Nouveau mot de passe * esccccee

Afficher les mots de passe en clair

Confirmer votre mot de passe

Figure 5: Password change page

Your customer area is accessible at the following URL: https://selfcare.cloud.orange-business.com/.

To access your customer area, you will first need to authenticate yourself using your username
and password defined in the previous step (see 3.1 Define your password).

Business
Services

Bienvenue sur votre espace Client Cloud Bonjour [FEes

Identifiant - Login

Mot de Passe - Password

Mot de passe oublié - Forgot your password ?
Identifiant oublié - Forgot your login 2

Figure 6: Cloud Client Space authentication page
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Once your identifiers have been validated, you then access the home page of your Cloud Client
Area.

3.3. Forgot your password?

If you have forgotten your password, you can at any time click on the Forgotten password? link
on the authentication page of your customer area (see Figure 6: Cloud Customer Area
authentication page).

This link redirects you to the password personalization page shown in Figure 2: Password
personalization page.

Be sure to enter your "username" received by email in the Identifier field, then copy the random
characters in the field dedicated to this purpose and click on the Validate button.

A confirmation message is then displayed (see Figure 3: Password change request confirmation
message) and an email is sent to you in order to continue the password change procedure (see
Figure 4: example of email sent following a password change request).

This email contains a unique link Click on this link redirecting you to the password change page
(see Figure 5: Password change page).

On this page, you will have to enter the new password you have chosen twice.

Your password must comply with the following rule: at least 8 characters (medium level of
security) or 10 characters (strong level) and must contain at least 1 lower case letter and 1
upper case letter and 1 number and 1 special character from among #!' . @ _ -/

If your password is correct, you can then click on the Validate button: you will then receive an
email confirming your password change.

You will then be able to access the Cloud Client Space at the following url:
https://selfcare.cloud.orange- business.com/

3.4. Forgot your username?

If you have forgotten your login, you can click on the Forgotten ID? link at any time on the
authentication page of your client space (see Figure 6: Cloud Client Space authentication page).

This link redirects you to the login request page presented below (see Figure 7: Email login
request page).

You will then have to enter your email address, then copy the random characters in the field
dedicated to this purpose and click on the Validate button.
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Business
Services
-

Bienvenue sur votre espace Client Cloud

Pour obtenir votre login merci de saisir votre adresse email.
Un mail contenant votre identifiant vous sera envoyé dans quelques instants

Email

Charger une autre image

Recopier les
caractéres

Valider

Bonjour

Figure 7: Request to send a login by email page

A confirmation message is then displayed (see below) and an email is sent to you containing your

login ID.

Business
Services

Bienvenue sur votre espace Client Cloud

Votre demande a bien été prise en compte.
Vous allez recevoir un mail dans quelques instants vous communiquant votre identifiant.

Bonjour [SEsgs

Figure 8: ID request confirmation

You will then be able to access the Cloud Client Space at the following url:

https://selfcare.cloud.orange- business.com/
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4.Login to your Flexible Engine console

When one or more roles have been defined for you on the Flexible Engine Console to allow
you to manage your Cloud resources (see 5.9.1.2.1 Adding a Role on the Flexible Engine
Console ), an access email is sent to you to explain how to connect to it (see Figure 9:
Flexible Engine Console Access Email).

Objet: Wos accés 3 la console Flexible Engine

Bienvenue

Un compte utilisateur vient d'étre créé pour vous sur la console Flexible Engine

L'acces a votre console peut se faire -

1. Depuis la page d'accueil de votre Espace Client Cloud, en cliquant sur le bouton "Accéder a la console technique”. L'accés a I'Espace
Client Cloud se fait grice a votre compte Orange (identifiant . paul.dupont ).

Acceder a lEspace Client Cloud

2. Directement depuis la page Web Login de la console Flexible Engine en renseignant votre compte entreprise ( OCB000124 ) eten
cliquant sur le bouton "se connecter" afin de vous identifier avec votre compte Orange (identifiant - paul.dupont ).

Accéder a la console Flexible Engine

Vous souhaitez utiliser les API de |a console Flexible Engine ?

Vous devez d'abord définir votre mot de passe APl en renseignant votre compte entreprise { OCB000124 ) et votre email
( paul.dupont@orange.com ).

Votre mot de passe API vous sera nécessaire pour générer les AcessKey/Secretkey (AK/SK) depuis la console.

Définir mon motde passe API

Merci pour votre confiance.

L'équipe Orange

| Business
el Services

Figure 9: Email access to the Flexible Engine Console
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This email contains 3 important information:

- it reminds you of the Orange account (login) with which you will be able to identify
yourself on the Cloud Client Space or directly on the Flexible Engine console via the Web
Loginform,

- it tells you the company account (in OCBxxxxxx format where xxxxxx is a number) that
you will have to indicate by connecting directly on the Flexible Engine console life the Web
Login or API Loginform,

- it reminds you of the email address that was used to create your user account and that
you will need to set your APIpassword.

There are 2 ways to access your Flexible Engine console:
- from your Cloud Client Area (see 4.1 Accessing your Flexible Engine console from your
Cloud Client Area),
- directly from the Flexible Engine console via the Web Login form (see: Figure 9: Email
access to the Flexible Engine console).

4.1. Access your Flexible Engine console from your
CloudClient Space

After you have authenticated to your Sewing Customer Area (see Chapter 3 - Authenticating to
yourCloud Customer Area), you can access your Flexible Engine console at any time (if you have
received an email accessing the console for the contract concerned):
- by clicking on the Access the Technical Console button located in the contract carousel
on the home page of your customer space (see Figure 10: Accessing the Flexible Engine
Console from the home page of your customer space ).

You will then be redirected in SSO (Single Sign On) to your Flexible Engine console
without to re-authenticate.

mal 2= Cloud Store

o espace client

Vos contrats

QO

Flexible Engine
OCE 4 { SI_Prod

Votre contrat >
Vos services >

Accéder a la Console Technique |

LN BN

7y

IR / e ZEa Y i =
Figure 10: Accessing the Flexible Engine console from the home page of your customer area

- by clicking on the Access the Technical Console button located in the Dashboard
section (see Figure 11: Accessing your Flexible Engine console from the Dashboard
section of your contract.
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You will then be redirected in SSO (Single Sign On) to your Flexible Engine console without
to re-authenticate.

To access the Dashboard section of your contract, you must at least have the visitor right
on this section (for more details, see Dashboard section).

. soniess Cloud Store

% espace client & Paul DUPONT -
Contrat Services Abommements Factures  Support  Utlisateurs Flexible Engine

= [ | | Q’D <o) S1_Prod

?{ . . "’ Voir un autre contrat »
Tableau de bord | Accéder i Ia Console Technique |

e (D@ E @@

Figure 11: Accessing your Flexible Engine console from the dashboard section of your
contract

Your Flexible Engine console can be accessed at the following URL.: https: //console.prod-cloud-
och.orange-business.com

When you directly access your Flexible Engine console without first authenticating yourself on
your customer area, you are redirected to the Web Login authentication form of your Flexible
Engine console (see Figure 12: Web Login authentication form of your Flexible Engine console).

. Business API Login | Back to Homepage | English ¥
Services

Web Login

OCB000124

Remember domain name

Forgot domain name?

Figure 12: Web Login Authentication Form Login to your Flexible Engine Console

The connection to your Flexible Engine console is done in 2 steps:
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42.1. Step 1: Fill in your company account (or domain name)

To log in, you must first enter your company account (or domain name ) that corresponds to
the identifier in OCBxxxxxxxx format that was sent to you in the access email to your Flexible
Engine console (see Figure 13: Extract from the access email to your Flexible Engine console
explaining where to find yourcompany accountidentifier).

2. Directement depuis la page Web Login de |a console Flexible Engine en renseignant votrefjcompte entreprise ( QCB000124 Jet en
cliqguant sur le bouton "se connecter” afin de vous identifier avec votre compte Orange (identimant - paul.dupont ).

Accéder a la console Flexible Engine

Figure 13: Extract from the access email to your Flexible Engine console explaining where to
find your company account identifier

Once your company account is filled in, you can click on the Go tolog in button . You will then be
redirected to an authentication page asking for your login and password.

Note : Don't forget to check the box Remember my Business Account (or
Remember domain name ) so you don't have to enter your account every time.

42.2.  Step 2: Enter your username andpassword

After clicking on the Go to log in button , you are then redirected to an authentication page
asking for your login and password (see Figure 15).
Authentication for direct access to the Flexible Engine console).

To log in, you must first enter your Orange account ID that corresponds to your Orange
accountthat was sent to you in the access email to your Flexible Engine console (see Figure 14:
Extract from the access email to your Flexible Engine console explaining where to find your
Orange account ID).

2. Directement depuis la page Web Login de la console Flexible Engine en renseignant votre compte entreprise ( OCB000124 ) et en
cliquant sur le bouton "se connecter” afin de vous identifier avec votre compte Crangejidentifiant - paul.dupont ).

Accéder a la console Flexible Engine

Figure 14: Excerpt from the access email to your Flexible Engine console explaining where to
find your Orange account ID
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Business

n Nous contacter
Services

Bienvenue

Identifiant paul.dupont]

Mot de passe sssssens

Mot de passe oublié ?
Identifiant oublié ?

Figure 15: Authentication for direct access to the Flexible Engine Console

Then you must enter your password. This is the password associated with your Orange account (the one that allows
you to connect to your Cloud Customer Space).

If you have forgotten your password, you can click on the Forgot Password? link and follow the procedure described
in Chapter 3.3 Forgot Password.

Once you have entered your username and password, you can then click on the Login button . You are then

redirected to the home page of your Flexible Engine console (see Figure 16: Home page of your Flexible Engine
console).

Computing v Storage v Network v Security v

Elastic Volume Service

Management & Deployment +

Database v B A Eye

Data Analysis v

Figure 16: Home page of your Flexible Engine console
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5.

5.1.

Your Cloud Client Area

Once your login credentials have been validated, you then access the home page of your
customer area.

Homepage

The home page of your customer area allows you to view (see Figure 17: Cloud Customer
Area home page ) :

in the Your contracts section , the Flexible Engine contract(s) on which you have been
declared (you will see 1 Flexible Engine contract per tenant).

From this section you can access :

on the home page of the selected contract by clicking on the contract logo or on the link
Your Contract >,

to the catalog of services available for your contract by clicking on the link Your Services
>. This link is only displayed if you have at least the visitor profile on the services of
your contract (see definition of profiles),

to your Flexible Engine technical console in SSO (Single Sign On) by clicking on the
Access the Technical Console .

in the Services section , a list of services that might be of interest to you on the Flexible
Engine offer.

From this section, you can access all the services of your contract by clicking on the View
Catalog button . The services as well as the button are only displayed if you have at least
the visitor profile on the services of your contract (see definition of profiles).

in the section Your last orders, the last 3 orders you made from your customer area,

From this section, you will be able to access all your orders by clicking on the View
Orders button .

in the Discover our news section ! a link to Orange cloud for Business news,

in the section One question? A need? A link to the contactform.

© Orange Business Services Page 16 / 54



Orange Business Services

Flexible Engine

Business
Services

Cloud Store

ke ) espace client

Vos contrats

(& 1

Flexible Engine

SI_Prod
Votre contrat >
Vos services >

Accéder a la Console Technique

Services

1 =9

Vos derniéres commandes

Prestation de migration

& Paul DUPONT -

==

Voir le catalogue

Découvrez

Une question ? Un besoin ?

s (D@ @ @)

. Mon cloud

Tableau de bord
Services
Factures
Support
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o
- Mon compte

Mon compte

Mes utilisateurs
Mes contrats
Mes commandes
Déconnexion

Conditions générales de vente | Mentions légales

Figure 17: Cloud Client Space home page
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From the home page and at any time on your customer area, the My Account drop-down menu
(located under your login ID, see Figure 18: My Account Menu) allows you to :

- access your account, orders and contracts,

- to change your password,

- to change the display language of your customer area (French or English),
- tolog out.

mon compte
mes commandes

mes contrats

» Sl_qualif

» SI_Preprod

» SI_Prod

changer le mot de passe
W francais

ZiZ anglais

déconnexion

Figure 18: M AccountMenu

5.2. Home page of your contract

5.2.1. Presentation

There are several ways to access the home page of one of your contracts (see Figure 19: Contract
home page) :

- from the home page of your customer area, by clicking on the logo of your contract,

- from the home page of your customer area, by clicking on the link Your contract >,

- from the My Account drop-down menu, by clicking on the name of a contract.

The home page of your contract allows you to view :

- inthe Your contract section , the general information concerning your contract, (a Visitor
does not allow to visualize the paragraph "Company", nor the button
"Access to your document space”, when it exists in the offer)

- inthe Your Orders section , the last 3 orders you placed on this contract,

From this section, you will be able to access all your orders by clicking on the View All
Orders button .
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- in the Your rights section , the list of the rights that have been assigned to you on the
different sections of your customer area or applications related to your contract (to
understand your rights, refer to the chapters Your rights according to your profile of the
different sections),

- in the Our Services section , a list of services that may be of interest to you on your
Flexible Engine contract.

From this section, you will be able to access all the services of your contract by clicking on
the View Catalog button . The services as well as the button are only displayed if you
have at least the visitor profile on the services of your contract (see definition of profiles).

Business

Services C IOUd StO re

& espace client & Paul DUPONT -

it Tableaudebord Services Commandes Abonnements Factures Support  Utilisateurs Flexible Engine

"z&; Lt N U ( OCB000012 ro
@ @ == Q’O E ¢ “'} Voir un autre contrat v e

Votre contrat

Offre : Flexible Engine

ID Orange : OCE 124

ID plateforme : 36220365de4033261b8981f071e
Nom : SI_Prod

Date de création : 16/12/2016

Raison sociale : ORANGE CLOUD FOR BUSINESS
Siret : 50161528000036

Nom référent : Dupont Paul

Email : paul.dupont@orangecloud.com

Vos commandes v
Vos droits v
Nos services a
=
Réservation d'un gabarit

Elastic Cloud Server

i
Voir le catalogue

Figure 19: Contract Home Page
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Features / Profile No Rights | Visitor Manager Remarks

View
paragraph
“Company”

Button
“Access to
your
documentary
space

To access the Dashboard section of your contract, you must have at least the Visitor profile on this
section (to understand your rights, refer to the chapter Your rights on the Dashboard section

according to your profile).

The Dashboard section allows you (see Figure 20: Flexible Engine Contract Dashboard ) to access
your Flexible Engine Technical Console in SSO (Single Sign On) by clicking the Access
Technical Console button to manage the virtual infrastructure associated with your contract,

. Soiess Cloud Store

& espace client & Paul DUPONT -

Contrat Services Commandes Abonnements Factures  Support um-s;mms Flexible Engine
— 2l = a = 0 SI_Prod

s .. ‘VO ¢ "’ Voir un autre contrat v

Tableau de bord | Accéder & la Console Technique |

e (D@ E @@

Figure 20: Flexible Engine Contract Dashboard

Features / Profile No Visitor User Remarks
rights with right
console

Button to access the console

technique X
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To access the Orders section of your contract, you must have at least the Visitor profile on this

section (to understand your rights, please refer to the chapter Your rights on the Orders section
according to your profile).

The Commands section allows you (see Figure 21: Commands) :

o to view all orders related to the contract, all users combined,

o to search for an order,

o to sort the orders according to the field you are interested in

o get more details by clicking on the link at thefleche endwof the line

. Sonss Cloud Store

1 espace client & Paul DUPONT -
Contrat  Tablesudebord  Sarvices Abomnements Factres  Support  Utlisateurs Flexible Engine
8 e «0» si_prod
s EE \U W ok un autre contrat v
Commandes
Date - - Ref. . + Nom Prix Par . - Statut - -
09/10/2017 11:31 HONEY1655-1710-008 Réservation d'un gabarit Elastic a partir de 4€97 / mois paul.dupont terminée
paramétres de la commande
region  eu-west-0
Référence  HONEY1655-1710-008
serviceCode  AO135
templateName  c2.large.3Y.upfront
HONEY1655-1709-007 Réservation d'un gabarit Elas terminée
27 HONEY1655-1707-006 Réservation d'un gabarit terminée -
27, HONEY1655-1707-005 Réservation d'un gabarit Elas a partir de 4€97 / mois ul.dupont terminée -
07/2017 04:56 HONEY1655-1707-004 servation d'un gabarit Elastic Cloud Server & partir de 4€97 / mois paul.dupont terminée v

e DOOES

& vonciou ‘ Mon compte

Tableau de bord
Services
Factures
Support

Mon compte

Mes contrats

Mes commandes
Mes abonnements
Déconnexdon

Conditians générales de vents | Mentions lgales

Figure 21: Controls
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5.4.2.  Your rights on the Orders section according to your profile

Features / Profile No Visitor Remarks
rights
Go to the section X Simple reading.
The Referrer has the right to
visit

5.5. Subscriptions section

5.5.1. Presentation

To access the Subscriptions section of your contract, you must have at least the Visitor profile on
this section (to understand your rights, refer to the chapter Your rights on the Services section
according to your profile).

The Subscriptions section allows you (see Figure 22: Subscriptions linked to the Flexible Engine
offer) :

¢ to view all the subscriptions linked to the contract,
e to search for a subscription,
e to sort the subscriptions according to the field you are interested in,

« to obtain more details by clicking on the arrow link atthe end of the line, and to access
in this space to the order by an additional click on the "Associated order".
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. sevics Cloud Store

o espace client & Paul DUPONT -
Contrat  Tablesu de bord  Services Commandes Factures Utiksateurs
- Suoport Flexible Engine
= 20 = o o SI_Prod
£ 1] 10 )] Vok i autre contrat >
Abonnements
Date de souscription - + Ref. - - Nom - - Prix. « Date de début - - Date de fin - - Statut - -
29/08/2017 17:00 HONEY1655-1708-017 Reservation c2.large 2 years with upfront 24,39 €/ mois 01/09/2017 31/08/2019 souscrit

parametres de |'abonnement

Nom Re

Versement initial
Région o

C de associée

29/08/2017 16:55 HONEY1655-1708-016 3 596,45 € / mois 01/09/2017 31/08/2018 souscrit -
28/01 711:19 HONEY1655-1708-015 24,39 €/ mois 01/09/2017 31/08/2019 souscrit -
23/08/2017 14:09 HONEY1655-1708-009 24,39 €/ mois 01/09/2017 31/08/2019 souscrit -

HONEY1665-1708-008 Res: th t €/ mois 01/09/2: 1/08/2020 t v

HONEY1655-1708-007 01/09/2017 31/08/2018 souscrit -
27/07/2017 10:15 HONEY1655-1707-006 Res €2.2x1 thout 240,60 € 01/08/2: 07/2018 -
27/07/2017 10:15 HONEY1655-1707-005 Res 15€ 01/08/20 1/0 8 s -
27/07/2017 04:57 HONEY1655-1707-004 Res: 120,30 € 01/08/2: 07/2018 v

OOOO®

& oo ' J—
Mon compte
Mes contrats
Mes commandes
Mes abonnements
Déconnexdon

Figure 22: Subscriptions linked to the Flexible Engine offer

Subscriptions experience different statuses during their life cycle. These statuses are visible in the
last column of the subscription list.

CAUTION,

The statuses only appear when the order is validated and passes to the "COMPLETED"
status. Before, the subscription does not appear in the subscription section: only the linked
order is accessible from the customer area.

The subscription statuses, linked to event dates, are as follows:
1. You can "subscribe" as long as the subscription start date (sometimes the first day of the
month following the order) has not been reached,

2. The subscription will be considered "in progress" as long as the subscription end date has not
passed,

3. When the subscription end date has passed, the subscription is "terminated".
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5.5.3.  Your rights on the Subscriptions section according to your profile

Features / Profile No Visitor Manager Remarks
rights

Go to the section X X

5.6. Services section

5.6.1. Presentation

To access the Services section of your contract, you must have at least the Visitor profile on this
section (to understand your rights, refer to the chapter Your rights on the Services section
according to your profile).

The Services section allows you to (see Figure 23: Service Catalog related to the Flexible Engine
offering) :

- to view all the services offered in direct order from your customer area (new services will
arrive soon),

- to access your Change Requests area by clicking on the Manage your services button.
This button is only displayed if you already have a user account on this application.

- search for a service in the catalog from the dedicated search area,

- to sort the services according to the category you are interestedin,

- to obtain more information on one of the services you are interested in by clicking on the following
link
learn more > of a given service,
- to order a service by clicking on the Order button (see chapter Ordering a service). To be
able to order a service, you will need to have the Manager profile on the Services section
of your contract.
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Bl 2= Gloud Store

1 espace client & Paul DUPONT ~

Contrat  Tableau de bord e Commandes Abonnements Factures Support Utilisateurs Flexible Engine

=] oo v ~V‘ 0 ® SI_Prod
'=\/ EE ‘ "’ Voir un autre contrat v

Tout le

catalogue I

fll

Q

INFRASTRUCTURE Prestation de migration Réservation d'un gabarit
Elastic Cloud Server

Serveur Virtuel

SERVICE

Migration
2 partir de I plus >

>
= mois
commander commander

Figure 23: Catalog of services related to the Flexible Engine offering

If you have a Manager profile in the Service section of your contract, you can then order services
directly from your customer area.

When you click on the Order button, an order form opens (see Figure 24: Example of an order
form for a service) so that you can fill in the necessary information to take an order (most often,
this is the information concerning the person to contact for the implementation of the service).

Once you have entered all the required information (marked with an asterisk *), you can then click
on the Order button to confirm your order.
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Commande d'un abonnement pour le contrat OCB0000124 X

Réservation d'un gabarit Elastic Cloud Server

& partir de 4 ;_wls

1. Caractéristiques de votre abonnement 2. Résumé

Caractéristiques de votre abonnement

7l

Région France (eu-west-0)
Gabarit c2.2xlarge
Mom de I'abonnement  Reservation c2.2xlarge 1 year without upfront
Durée de I'abonnement 12 mois
Date de début de  1er jour du meis suivant votre commande
I'abonnement

Mode de paiement

Versement initial 0,00 €
Prix mensuel 240.6€/mois

Figure 24: Example of a service order form

Once the order has been validated, a confirmation email is sent to you in order to summarize your order
(see Figure 25: Example of an order confirmation email).

You can then view and track the status of your order in My Account > My Orders.
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Flexible Engine

Objet : [Espace Client Cloud] Confirmation de commande

Votre commande N*FCA0124-1702-011 est confirmée !

Bonjour Paul Dupont,

Vous venez d'effectuer une commande et nous vous en remercions.

Flexible Engine

OCBo0o00124

service = expertise

Pack Expert 4H

1

45000 €

Ces informations sont également visibles dans la section Mon compte > Mes commandes de votre espace client.

Les équipes Orange restent & votre disposition.

Merci pour votre confiance.

¥ Business
LUl Services

& Orange Business Senvices

Merci de ne pas répondre & ce mail généré sutomatiquement

Figure 25: Example of an order confirmation email

5.6.3.  Your rights on the Services section according to your profile
Features / Profile No Visitor Manager Remarks
rights

View the catalog from X X

services

Search the catalog X X

View details of a service X X

Order a service X

Manage your services button X X This button is only displayed if
you have a user account on the
Request for Changes
application on the CET
(Corporate Customer Area
https://espaceclient.orange-
business.com/)
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5.7. Invoices section

5.7.1. Presentation

To access the Invoices section of your contract, you must have at least the Visitor profile on this
section (to understand your rights, refer to the chapter Your rights on the Invoices section
according to your profile).

The Invoices section allows you to (see Figure 26: Invoices Associated with Your Flexible Engine
Contract) :

- view contact information for your Invoice Reception service,

- to view your last invoice as well as the history of your last invoices. In order to view
invoices, you will need to have the Manager profile on the Invoices section of yourcontract,

- view the history of your usage reports and pre-invoices. To view usage reports and pre-
invoices, you must have the Manager profile on the Invoices section of your contract,
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sovicss Cloud Store

& espace client & Paul DUPONT ~

Contrat Tableaudebord Services Commandes Abonnements [acture:

EO® Rl ©

Stppot, [Utfialisors Flexible Engine

) ) Sl_Prod
"’ Voir un autre contrat v

Votre derniére facture ‘ \
- &

11 janvier 2017 ) d " -\‘ ,'7\ 4
235221 € E > =

le détail >

Une question sur vos factures ?

Téléphone : 0810 007 580

Courriel : adv.itservices@orange.com

Historique de vos factures v
date montant HT facture

06/12/2016 2145,67 € votre facture en détail > E

05/11/2016 234289 € votre facture en détail > E

05/10/2016 2023,21 € votre facture en détail > E

04/09/2016 2167,98 € votre facture en détail > E

Vos rapports d'usage v

période rapport d'usage pré-facture des usages

09/2016 votre rapport en détail > votre pré-facture en détail >

08/2016 votre rapport en détail > votre pré-facture en détail >

07/2016 votre rapport en détail > votre pré-facture en détail >

06/2016 votre rapport en détail > votre pré-facture en détail >

EP EF |EP |EP
P ||

Figure 26: Invoices Associated with Your Flexible Engine Contract
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Flexible Engine

Features / Profile

View information from
contact of the Home
department  invoices

View invoices and their
amounts

View usage reports
and pre-invoicing

Visitor

Manager

Remarks

To access the Support section of your contract, you must have at least the Visitor
profile on this section (to understand your rights, refer to the chapter Your rights on the
Support section according to your profile).

The Support section allows you (see Figure 27: Support page for your Flexible Engine

contract) :

- view contact information for your Customer Support Center,

- to access your Incidents area by clicking on the Open an incident ticket button.
This button only appears if you already have a user account on this application.
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Business
oEnge] Services

Cloud Store

23 espace client

Flexible Engine

& Paul DUPONT -~

Contrat Tableaudebord Services Commandes Abonnements Factures u Utilisateurs

En Lign s

Ouvrir un ticket incident

Le Centre Support Client est accessible 24/7.
Son numéro de téléphone est disponible ici (celui-ci dépendra de la localisation ‘
géographique de votre siége social si vous disposez d'un VPN Orange).

Flexible Engine

SI_Prod

Voir un autre contrat v

e (D@ @@

Figure 27: Support page for your Flexible Engine contract

Remarks

Functions/Profile No rights| Visitor Manager
Visualise the information of X X
contact of  Client Centre

Support

Button to open an incident

ticket X X

This button is only displayed if
you have a user account on the
application incidents on the CCA
(corporate commercial area)
Accessible by URL

https://espaceclient.orange-
business.com/)

The "Users" section is composed of two tabs or sub-sections. The sub-section
"Flexible Engine Console Users" is a subset of the "Customer Area Users" section that

includes users with a role on the Flexible Engine Console.
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The relationships between the two sub-sections are as follows.
- From the sub-section "Users of the customer area”,

o itis possible to manage users of the Flexible Engine Console, these users will also
appear in the "Users of the Flexible Engine Console" section.

- From the "Users of the Flexible Engine Console" sub-section,

o Itis not possible to delete a user from the CloudStore customer area,

o lItis possible to add a user to the list of "Flexible Engine Console Users", which will
also appear in the sub-section "User list".
"Users of the customer area".

59.1. Sub-section: Customer Area Users

« Presentation

To access the Users tab of the customer area, you must have the Visitor or Manager profile on the
Users section (to understand your rights, refer to the chapter Your rights on the Support section
according to your profile). The Elexible Engine Console Manager profile does not have access to
the Users tab in the Customer Center.

The Users section of the Customer Area allows you to (see Figure 28: Management page for
users associated with your contract) :

+ to view the information of the users declared on your contract,
» to search for a user declared on your contract,

» to add a new user to your contract by clicking on the Add
User button. To be able to add a user, you will need to have
the Manager profile on the Users section of your contract,

» to change the roles of a user by clicking on thgficon . To be
able to modify a user's roles, you will need to have the
Manager profile on the Users section of your contract,
* In this section "Customer Area Users" it is possible to :

o to remove access to the contract to a user previously declared on your contract by

clicking on the icon Tl. To perform this action, you must have the_Manager profile
on the Users section of your contract.
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Business

OfEnge"  Services CIOUd Store

B espace client & Paul DUPONT -~

Contrat Tableaudebord Services Commandes Abonnements Factures Support Utilisateurs . .
Flexible Engine

. . o Q’o = ] Contrat SI_Prod
.. € "' Voir un autre contrat ¥

Utilisateurs de la console Flexible Engine

A 1 |
Login - - Nom - - Prénom - - Email - - Création - -
pierre.dupont Dupont Pierre pierre.dupont@... 27/10/2016 v Q rd W
jacques.dupont Dupont Jacques jacques.dupont@... 27/10/2016 v Q Vd o)
paul.dupont Dupont Paul paul.dupont@oran... 14/12/2016 - - Q &
sophie.dupont Dupont Sophie sophie.dupont@... 23/09/2016 - Q & o
martin.dupont Dupont Martin martin.dupont@... 18/10/2016 v Q & o

e (D@ E @

Figure 28: Management page for users associated with your
contract

« Adding a user

If you have a Manager profile in the User section of your contract, you can then add a new user to
your contract from your customer area.

When you click on the Add User button, a 3-step form opens (see Figure 29: Add User Form -
Step 1) for you to fill in the information needed to add this new user :

+ Step 1: User's personal information to be added to the contract

Enter the personal information of the user you wish to add to your contract (see Figure 29:
User Addition Form - Step 1).

Please make sure to fill in all the required information (marked with an asterisk *) in order
to proceed to the next step.

Remarks concerning the login field :

o This field must contain between 8 and 64 alphanumeric characters (without accent)
or special characters (among . _ - ),

o If a different login is already associated with the email address of the added user,
the existing login will be used (and not the one entered in the form) in order to avoid
identity duplications.
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Ajout d'un utilisateur pour le contrat OCB0000124

2. Roles

Chalitée™ o Madame Monsieur
Nom™ Dupont

Prénom™ Julie

Login® julie dupent

Email* julie.dupont@crangecloud.com
Téléphone fixe™ 0101010101

Téléphone mobile™
Langue préférée o Frangais Anglais

*Ce champ est obligatoire

""Wous devez rentrer obligatocirement un numéro de téléphone

Figure 29: Add User Form - Step 1

* Step 2: User roles to be added on the contract

Choose the role you wish to assign to the new user for each section of your customer area
(Contract, Dashboard, Services, Orders, Subscriptions, Invoices, Support, Users and
Flexible Engine Console © see Figure 30: Form to add a user - step 2).

For each section of the Customer Area, you will have the choice between 2 to 3 roles (No
access, Visitor and Manager).

For the Contract section, you will have the choice between 2 predefined roles (Manager

© role assigned by default which allows you to view all the information of the contract,
Visitor @ role allowing you to view neither the Company paragraph of "Your contract" nor
the button "Access to the document space” when it is proposed by the offer)

For the Commands section, you will have the choice between 2 predefined roles (No€ role
assigned by default which does not allow access to the section, Visitor€ role assigned by
default to a referrer, which allows him to access the section in read-only mode).

For the Flexible Engine console section, you will have the choice between 3 predefined
roles (admin @ higher level rights to manage Cloud resources and user groups,
power_user @ OXY.z14 40 manage only Cloud resources and guest © right to
access the read-only console).

User groups created directly from the Flexible Engine Console by your Flexible Engine
Console administrator will also be displayed among the available roles in the Users section
and can be selected.
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Once the user roles have been defined, click the Next button to proceed to the last step.

Figure 30: Add User Form - Step 2

* Step n°3: Summary of your information

Verify the information entered previously: in case of error, you can click on the Back button
to go back to step n°1 or n°2, otherwise click on the button
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Finish to add the new user to your contract (see Figure 31: Add User Form - Step 3).

In a few seconds, you will see the new user added to the list of users in your contract and
he will receive an email allowing him to access the Cloud Client Space.

Ajout d'un utilisateur pour le contrat OCB00000124

1. Utllisateur 2. Roles

Utilisateur

Civilité  Monsieur
Nom  Dupont
Prénom  Paul
Login  paul.dupont

Email paul.dupont@orangecloud.com

Téléphone fixe 01010101

Teléphone mobile 01010101

Langue préférée  Francais

Réles

Application Roles
Factures
Contrats
Tableau de bord
Commandes
Services
Abonnements
Utilisateurs

Console Flexible Engine

I

Support

Figure 31: Add User Form - Step 3

5.9.1.2.1. Added a role on the Flexible Engine console, from the
customer space

When you want to add a role on the Flexible Engine console to one of your users to allow them to
manage your Cloud resources, you can choose from at least 3 predefined roles:

- admin @ higher level rights, allowing to manage Cloud resources and user groups,
- power_user @ right to manage only Cloud resources,
- guest © right to access the console in read-only mode).
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User groups that are created directly from the Flexible Engine Console by one of your users with
the admin role on the Flexible Engine Console are also displayed among the available roles and
can be selected.

Roles on the Flexible Engine console are cumulative, i.e. a user can have both the guest and
power_user roles at the same time.

When you add a user to your Flexible Engine contract, if you add at least one role on the Flexible
Engine console, a user account is automatically provisioned on the console for the contract in
guestion and the user receives a specific access email (immediately after receiving the customer
area access email) telling him how to log in.

. Changing a user's roles

If you have a Manager profile in the User section of your contract, you can then modify the
information of a user declared on your contract from your customer area.

When you click on the icon , a S-fep form opens: it is the same form as the one used when
adding a user but only the information from step n°2 (User role definition - see Figure 30: Add user
form - step

2) can be modified.

5.9.1.3.1. Changing roles on the Flexible Engine console

Added arole on the Flexible Engine console

When you change a user's roles, you can add a role on the Flexible Engine Console to give them
the ability to manage your Cloud resources:

- if he did not yet have a role on the Flexible Engine console, then the user's account will be
automatically provisioned on the console for the contract concerned and he will receive a
specific access email (see 5.9.1.2.1 Adding a role on the Flexible Engine console),

- if he already had an account on the Flexible Engine console and this is just adding an
additional role, then his rights will be automatically updated on the Flexible Engine console.

Removing arole on the Flexible Engine console

When you change a user's roles, you can remove a role from the Flexible Engine Console to deny
the user access to your Cloud resources or reduce the user's rights:
- if you delete all his roles on the Flexible Console then his user account will be automatically
deleted from the console for the relevant contract,
- If you delete certain roles and he has at least one role left, then his rights will be
automatically updated on the Flexible Engine console.

Deleting a user

If you have a Manager profile in the User section of your contract, you can then delete a user
declared on your contract from your customer area.

When you click on the icon T, a confirmation request is displayed.

Once the deletion has been confirmed, the user is permanently deleted from your contract and
the user will then no longer have access to the Cloud Client Space for this contract.
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If the user had at least a role on the Flexible Engine console, then his account is also
definitively deleted on the console for the contract concerned.

Note: For security reasons, it is not possible to remove the referring user from your contract.

e Your rights on the Users sub-section of the client area according to your profile

Features / Profile Visitor Manager Remarks

\View user information X

Search for a user X

Add a new user

Modify a user's roles

Delete a user X It is not possible to delete the
referring user (user with a
& in the user list).

5.9.2. Sub-section: Flexible Engine Console Users

e Presentation

To see the "Flexible Engine Console Users" tab, you must be at least a Visitor (to understand your
rights, refer to the chapter Your rights in the Support section according to your profile).

The "Flexible Engine Console Users" section allows you to (see Figure 32: Flexible Engine
Console Users) :

* view information about users declared on your contract and
having rights on the Flexible Engine console,

* to search for a user declared on your contract and having a
right on the Flexible Engine console.

* to add a new user to your contract by clicking on the Add
User button. To be able to add a user, you will need to have
the Manager or Manager profile of the Flexible Engine console
on the Users section of your contract,

» to change the roles of a user bfclicking on the icon . To be
able to modify a user's roles, you will need to have the
Manager or Manager profile of the Flexible Engine console on
the Users section of your contract.

* In this section "Flexible Engine Console Users",
o deletion of a user from the customer area is not possible.
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Figure 32: Flexible Engine console users

. Adding a user

If, for the selected contract, you have a manager profile for the customer area or the Flexible
Engine console, you can add a new user from the "Users of the Flexible Engine console" tab.

When you click on the Add User button, a 3-step form opens (see Figure 29: Add User Form -
Step 1) for you to fill in the information needed to add this new user :

» Step 1: User's personal information to be added to the contract

Enter the personal information of the user you wish to add to your contract (see Figure 29:
User Addition Form - Step 1).

Please make sure to fill in all the required information (marked with an asterisk *) in order
to proceed to the next step.

Remarks concerning the login field :

 This field must contain between 8 and 64
alphanumeric characters (without accent) or
special characters (among . _ -),

« If a different login is already associated with the
email address of the added user, the existing login
will be used (and not the one entered in the form)
in order to avoid identity duplications.
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Ajout d'un utilisateur pour le contrat OCB0000124

2. Roles

Chalitée™ o Madame Monsieur
Nom™ Dupont

Prénom™ Julie

Login® julie dupent

Email* julie.dupont@crangecloud.com
Téléphone fixe™ 0101010101

Téléphone mobile™
Langue préférée o Frangais Anglais

*Ce champ est obligatoire

""Wous devez rentrer obligatocirement un numéro de téléphone

Figure 33: Add User Form - Step 1

* Step 2: User roles to be added on the contract

Choose the role(s) you wish to assign to the new user of the Flexible Engine console. Only the
Flexible Engine Console application is available.
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Ajout d'un utilisateur sur le contrat OCB000124

Veuillez définir les réles de |'utilisateur sur les applications associées au contrat :

Application Rbles

©® Console Flexible Engine ~ | [Iadmmin

Flusiewrs riles peuyent Stre ssléctionnés pour catie applicason

o
B

® précédent suivant @

Figure 34: Adding a console user - step 2

For the Flexible Engine console, you can choose from 3 predefined roles ("admin": higher level rights,
allowing you to manage Cloud resources and user groups. "power_user": right to manage only Cloud

resources.
"guest": right to access the console in read-only mode).

User groups created directly from the Flexible Engine console by a user with the admin
role are also displayed among the available roles and can be selected.

Once the user roles are defined, click the Next button. This field is mandatory to access the next step.

- Step n°3: Summary of your information

Check the information entered previously: if you make a mistake, you can click on the Back button to return
to step n°1 or n°2, otherwise click on the Finish button to add the new user to your contract (see Figure 35:
Adding a console user - step 3).

You will then see in a few seconds the new user added in the list of users of your contract and he will
receive an email allowing him to access the Cloud Client Space.
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Ajout d'un utilisateur sur le contrat OCB000124

1. WHilisateur

Utilisateur

Civilité Madame
Nom Dupont
Prénom  Julie
Login julie.dupont
Email julie.dupont@orangecloud.com
Téléphone fixe 01010101
Téléphone mobile

Langue préférée
Roles
Application Robles
Console Flexible Engine m
® précédent terminer @
Figure 35: Adding a console user - step 3
5.9.2.3. Viewing a user's profile

In the list of "Flexible Engine Console users", clicking on the magnifying glass icon open@a pop-
up window that displays the rights of this user to the "Flexible Engine Console" application (see
Figure 36: Flexible Engine Console user profile). These rights are read-only.

Profil de |'utilisateur Julie DUPONT sur le contrat OCB000124

Q, Recherche

Libellé - ~ Famille - ~ Profil(s) Actif
@ Console Flexible Engine Console technique V/

Figure 36: Flexible Engine Console User Profile
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5.9.2.4. Modification of a user

In the list of "Flexible Engine console users", clicking onthe iconstylo & opens a
pop-up window that allows you to modify only the rights of this user on the application.

This is the same pop-up as the creation pop-up, but only step 3 of assigning roles to the
application is available (see Figure 34: Adding a console user - step 2).

Modification d'un utilisateur sur le contrat OCB0000124

Veuillez définir les réles de |'utilisateur sur les applications associées au contrat :

Application Réles

® Console Flexible Engine | (ISgmN

Plusiewrs riles peuvent &tre sfléctionnés pour o=tie application

*Ce champ est obligatoire

@® précédent suivant @

Figure 37: Adding a console user - step 2

5.9.2.5. Your rights to the Users sub-section of the Flexible Engine console
according to your profile

Features/ Profile No Visitor | Console Customer Remarks
rights Manager Area
Manager
Visualiser the X X X

user information
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Search for a user X X
Ajouter a new user X X The user will also
be visible in the
tab

"Customer
area users "

Modify a user's X X

roles

When you click on the My Account link in the drop-down menu under your login ID (see Figure
18: My Account Menu), you will be taken to the page where you can manage your personal
account.

This page allows you to view :
- inthe My Profile section, your personal information and your login ID.

From this section, you will be able to request to change your password or modify your
personal information.

- inthe My Contracts section, the list of contracts on which you have been declared.

From this section, you will be able to access one of your contracts by clicking on the following
link
see the contract >.

- inthe My Orders section, the list of the orders you have placed on all the contracts on
which you have been declared.

- inthe My subscriptions section, the list of validated subscriptions you have taken out on
all the contracts you have been declared on.

The My Profile section allows you (see Figure 38: My Account - My Profile section) :
to view your login ID,

to view your personal information,

to change your password,

to modify your personal information.
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B e Cloud Store

& espace client & Paul DUPONT -

Mes contrats Mes commandes Mes abonnements Mon compte
LS - ~
— oy @
=7

Profil

Identifiant Informations

paul.dupont Civilité : Monsieur
Nom : Dupont
Prénom : Paul
Email : paul.dupont@orangecloud.com
Téléphone fixe : 0101010101
Téléphone mobile :

swerms (D@ @ @@

Figure 38: My Account - My Profile section

After clicking on the Change Password button, a form will open asking you to enter your old
password and set your new password (see Figure 39: My Account - Change Password).

You will need to enter your new password twice to avoid any typing errors.
Your password must comply with the following rule: at least 8 characters (medium level of

security) or 10 characters (strong level) and must contain at least 1 lower case letter and 1
upper case letter and 1 number and 1 special character from among #! . @ _ -/
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Changement de mot de passe x

)

Changement de mot de passe

Votre mot de passe doit étre différent de votre identifiant.

Pour étre valide, le mot de passe doit comporter au minimum 8 caractéres (niveau de sécurité moyen)
ou 10 caracteres (niveau fort) et doit contenir au moins :

® 1 lettre minuscule

® 1 lettre majuscule

* 1 chiffre

® 1 caractére spécial parmi#!.@ _-/

Nous vous recommandons le niveau de sécurité le plus élevé

Saisissez votre mot de passe et cliquez sur le bouton "mettre & jour".

Mot de passe actuel *

Nouveau mot de passe *

Afficher les mots de passe en clair

Confirmer votre mot de passe *

< I »

Figure 39: My Account - Change Password

5.10.2.2. Modify your personal information

After clicking the Edit button, a form opens reminding you of your personal information and
allowing you to modify it (see Figure 40: My account - modifying personal information).

You can then modify the following information :

your civility (Sir / Madam),
your name,

your first name,

your email address,

your home phone number,
your cell phone number.

Flexible Engine

By then clicking on the Finish button,

© Orange Business Services

you validate the modification of your personal information.
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Modification des informations b

Civilite™ Madame o Monsieur
Nom™ Dupont

Prénom™ Paul

Email* paul.dupont@orangecloud_com

Téléphone fixe™ 0101010101
Téléphone mobile™
Langue préférée O Frangais Anglais

*Ce champ est obligatoire

*Wous devez rentrer obligatoirement un numéro de téléphone

Figure 40: My Account - Changing Personal Information

5.10.3. My Contracts section

The My Contracts section allows you (see Figure 41: My Account - My Contracts section) :
- to view the list of contracts on which you have been declared,
- to access the home page of these contracts by clicking on the link see contract >.
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B 2= Cloud Store

1 espace cllent
Wen profl S—— . Mon comple
® 0
Contrats
Nom [} Offre ID plateforme
SI_qualif 0CB00D0412 Flexible Gomputing Advanced FCA_QI_qualif oir e contrat
SI_PreProd 0CB00000124 Flexible Engine FCE_SI_gualif voir le contrat >

Suivez-nous @"1 [\

- y—— [ —

Tableau de bord Mon compte
Services Mes contrats

Fachwes Mes commandes

Support Mes abonnements
Déconnedon

ales die vents | Mentions igaies

Figure 41: My Account - My Contracts section
The My Orders section allows you (see Figure 42: My Account - My Orders section) :

- to view the list of orders you have placed on all the contracts you are declared on.

- to view the information entered during an order by clicking on the icon. A
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B 2= Cloud Store

# espace cllent & Paul DUPONT -
Monproft Mes conrats [TRp— I

s B w

=

Commandes

F

Date - - Ref. - - Nom Prix - « Contrat - - Offre - « Par . - Statut - -
28/08/2017 11:19 Réservation d'un gabarit Elastic Cloud Server & partir de 4€97 / mois Test 0SS Flexible Engine paul.dupont en cours

Suivez-nous 'i 9@}“

- y—— [ —
Tableau de bord Mon compte:
Mes contrats
‘Mes commandes
‘Mes abonnements
Déconnexion

2006 Cor guies

Figure 42: My Account - My Orders section

The My Subscriptions section allows you (see Figure 43: My Account - My Subscriptions section) :

- to view the list of validated subscriptions you have made on all the contractsyou are
declared on.

- to view the information entered during an order by clicking onl'icéne v

B 2=  Cloud Store

& espace client & Paul DUPONT -

P o conpis
[ ] L3 i
n =

Mes abonnements

¥)(@)(in)(®)

—

. Mon cloud . Mon compte

Tableau de bord Mon compte
Services Mes contrats

Factures Mos commandes
Support Mes abonnements
Déconnexion

Conditions générales de vents | Mentions iépales

Figure 43: My Account - My Subscriptions section
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6. APIs for your Flexible Engine console

To be able to use the APIs of your Flexible Engine console, you must first :
- set your API password,
- obtain an access key / secret key (AK / SK).

6.1. Set your API password

6.1.1. Go to the API password reset page

To access the API password reset page, you can :

- click on the Set my API password button that is present in the Flexible Engine Console access email you

received (see Figure 44: Extract from your Flexible Engine Console access email explaining how to set your
API password).

Vous souhaitez utiliser les APl de la console Flexible Engine ?

Wous devez d'abord définir votre mot de passe APl en renseignant votre compte entreprise ( OCB000124 ) et votre email
( paul.dupont@orange.com ).

Wotre mot de passe APl vous sera nécessaire pour générer les AcessKey/Secretkey (AK/SK) depuis 1a console.

Définirmon mot de passe APl

Figure 44: Extract from the access email to your Flexible Engine console explaining how to set its API password

- - enter the following url in your browser :https://auth.prod-cloud-ocb.orange-
business.com/authui/public/custom/findPwd.html?locale=en-
us&UserType=e&service=https%3A%2F%2Fconsole.prod-cloud-och.orange-
business.com%2Fiam%2F#/fpwd,

- click on the Forgot APl password? link on the API Login form on your Flexible Engine console (see Figure
45: API Login form and API password definition).
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Business Web Login | Retour 2 la page d'accueil | Francais ¥
SENGEl Services

API Login

‘ }Zomo:e Enterprise

Nom utilisateur/adresse email/ numéro portable

Mot de passe

Mémoriser nom d'utilisateur

S'identifier

Figure 45: API Login form and API password definition

The API Login form can be accessed from the Login Web page of your Flexible Engine console by clicking on the API
Login link in the upper right corner (see Figure 46: API Login link accessible from the Login Web page of your Flexible
Engine console).

| Business AP Login | Back to Homepage | English ¥
oEngel Services

Web Login

QOCB000124

Remember domain name

Goto Log In

Forgot domain name?

G to Orange Customer Space>

Figure 46: API Login link accessible from the Login web page of your Flexible Engine console

In all 3 cases, you arrive at the API password reset page (see Figure 47: API password reset page).
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Business Log In | English v
oEngel Services

Reset API Password

* Domain Name: = OCB000124

" Email Address: | paul.dupont@orange.com

Figure 47: API Password Reset Page

6.1.2. Reset your API password

Resetting your API password is done in 2 steps (see Figure 47: API password reset page) :

6.1.3. Step 1: Confirm the account

In step 1, you must enter the company account or domain name in English (identifier in
OCBxxxxxxxx format) and your email address that you received in the access email to your
Flexible Engine console (see Figure 44: Extract from the access email to your Flexible Engine
console explaining how to set its API password).

Once you have filled in the information, you can click on the Next button to go to step 2.

6.1.4. Step 2: Reset API password

In step 2, you need to set the API password you want (see Figure 49: Reset API password - step
2).

Then you have to click on the Get Code button.

A security window will then appear, asking you to copy the characters displayed on the screen (to
prevent the operation from being performed by a robot). Once the characters have been correctly
copied (small green check mark on the right, see Figure 48: Security check), you can click on the
OK button.

An email is sent to you containing the code to be entered in the Email verification code field.
Warning: you only have 60 seconds to enter this code. Beyond this time you will have to
ask for a new code.

Once you have received the code by email, you can then click Next to complete the process of
resetting your API password.
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Vérification de sécurité X

Pour assurer ia sécurité du compte, entrez le code qui s'affiche dans

essous.

I'image ci-C

* Code de vérification: DTDAJ

! Y

Figure 48: Security check

Business Log In | English ¥
orEnge] Services

Reset AP| Password

* New APl Password: | sseessses

Security Leve NN IS IS

* Confirm APl Password: | essssssee

~ Email Verification Code: Get code

Figure 49: Reset APl password - step 2

6.2. Get an Access Key / Secret Key (AK/SK)

To obtain an Access Key / Secret Key (AK/SK) that you need to use the APIs of the Flexible
Engine console, you must go to the My Credential section of your console.

.A.,» Business ﬁ as-south-0 v (3 My Quota . pauldupont &  ?

Services

B3 My Credential
Computin: Storage Network
| ing l g I

® Log Out
é) Elastic Cloud Server (2) @ Elastic Volume Service (2) @ Virtual Private Cloud (

Figure 50: My Credential Section

From the My Credential section, you can click on the Access keys tab and then click the Add
Access Key button. A window will then open (see Figure 52: Add Access Key window) asking you
to enter your previously defined APl password (see
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6.1 Set your API password) and the verification code that is sent to you by email after you click the
Get Code button.

Once the code is entered, you will get your Access Key / Secret Key.

Business & My Quota . johanne.c... v ?
®l Services

My Credential

User Name: ohanne.coleno
ede2364255d4e87b8110c829746cf3e

0OCB0001655

Domain ID 3b362a0365de403326108981f071eect

erified Email Address ~o@orange.com Edit
Change
Edit
Securtysrong NN o
Project List Access Keys
AKID v Created v Status v Operation
Io Add Access Key |
@ English = Legal Statement = Privacy Protection = Legal Agreement  Network Access Security Responsibility @Orange Business Services 2017

Figure 51: My Credential section - getting an Access Key

Add Access Key x

~ Email Verification Code:

‘ CK ‘ ‘ Cancel ‘

Figure 52: Window for adding an Access Key

Once your API password is set and your Access Key / Secret Key is obtained, you can use the APIs of your Flexible
Engine console.

For more information on how to use these APIs, please refer to the user guide of your Flexible Engine console (Help
Center ©_https://docs.prod-cloud-ocb.orange- business.com/en- us/api/ecs/en-us_topic_0020805967.html ).
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