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2 Introduction

Paloalto VM-Series is a network security appliance that can apply a number of features to
network traffic, providing a consolidated security solution to match the needs of any
network, big or small. This document mainly showa how prepare and configure a Site-to-
Site VPN connection between and on Premises PaloAlto VM-Series on ESXI and vm-series
firewall on OCB FE on a VPC as well as a connection between vm-series firewall and vpn

gateways.

© Copyright Equant 1st February 2020
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3 Deployment Method

Use the VM-Series firewall on Azure to secure your network users in the following scenarios:

3.1 Hybrid and VPC to VPC

The VM-Series firewall on OCB FE allows you to securely extend your physical data center/private
cloud into OCB FE using IPsec tunneling. To improve your data center security, if you have
segmented your network and deployed your workloads in separate VPC’s, you can secure traffic
flowing between VPC’s with an IPsec tunnel and application whitelisting policies.

==

Cloud (OCB FE)

Protected
PR - subnet
4  On Premises Network n 10,0,5.0/24

|
|
| > Port2

I e | 10010/24 Port3
| 014 10.020/24
| @_ M. : ;( it PR N—

: |
| ht )
' | &

« Inter-Subnet —The VM-Series firewall can front your servers in a VPC and protects against lateral
threats for inter-subnet traffic between applications in a multi-tier architecture.

o Gateway—The VM-Series firewall serves as the VPC gateway to protect Internet-facing
deployments in the OCB FE (VPC). The VM-Series firewall secures traffic destined to the servers in
the VPC and it also protects against lateral threats for inter-subnet traffic between applications in a
multitier architecture.

» GlobalProtect—Use the Azure infrastructure to quickly and easily deploy the VM-Series firewall as
GlobalProtect™ and extend your gateway security policy to remote users and devices, regardless of
location.

© Copyright Equant 1st February 2020
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3.2 On Cloud /On Cloud

The VM-Series firewall on OCB FE allows you to securely extend your multiple location cloud VPC’s
into OCB FE using IPsec tunneling.

—-— s S e o e A =
I
I
| Location A
I
I
I
I
| 8!
| ‘ Location C
N’ & V. Ve m— 5 e e i — — — e — — m— —

¢ Inter-Subnet The VM-Series firewall can front your servers in a VPC and protects against
lateral threats for inter-subnet traffic between applications in a multi-tier architecture.

e VPN Gateway A Virtual Private Network (VPN) provides an encrypted communication channel
that enables users to remotely access VPCs. In this Scenario. Palo Alto VM’s are the VPN
gateways in each region

e Multiple location VPC’s with one subnet in each VPC.

© Copyright Equant 1st February 2020
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4  Solution Configuration

4.1 Hybrid and VPC to VPC Model

=
cloud {OCB FEJ
Part]
10.00.0/24
Man, Frotected

Subnet

#" On Premises Network

. | !
B\ 2

IPSEC Tunnel . EE

10.0.5.0/24

In this model we will configure the following:
1. On Premises ESXI PaloAlto VM-Series configuration

2. IPSEC tunnel configuration between on premises vm-series ESXI firewall and OCB FE vm-series
firewall.

3. GlobalProtect Remote VPN configuration

4.1.1 On Premises ESXI PaloAlto VM-Series configuration

4.1.1.1 Creating a policy to allow traffic from the internal network to the Internet

Name Tags Type Zone Address User HIP Prafile Zone Address Application
1 Trust-To-Internet none universal ) Trust_Zone any any any i) Internet_Zone  any any
2 none universal i) Intemet_Fone | any any any i) Trust_Zone any any
3  intrazone-default none intrazone any any any any (intrazone) any any
4  interzone-default none interzone any any any any any any any

4.1.1.2 Add NAT Policy Rule

© Copyright Equant 1st February 2020
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Name Tags Source Zone Destination Zone  Destination Interface Source Address Destination Address  Service Source Translation
1  Intemnet none [ Trust_Zone [ Internet_Zone | any any any any dynamic-ip-and-port
ethemet1f1

MAT Policy Rule

Original Packet

[ ) Trust_Zone

MAT Policy Rule

Original Packet

Source Address Translation

IP Address | 192.168.1.106/24

Translated Packet

Destination Zone

Internet_Zone

Destination Interface

any

Translated Packet

Translation Type | Dynamic 1P &nd Port -
Address Type | Interface Address v
Interface | ethernetl/1 hd

|| Destination Address Translation
Translated Address -

Translatzd Port

192.168.1.106/24

4.1.1.3 Create a Static Route for the internet and the onpremisis trust zone

Network > Virtual Router >Default > Static Routes > Add

© Copyright Equant
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Virtual Router - default

Router Settings
———————————  |v4 IPvG
Static Routes

L} 5 items ]

Redistribution Profile

" | |[O intemet-  0.0.0.0/0 etherme...  ip- 192,16, default 10 None unicast
0SPF3 Route address

— [ Route- 152.168.4.0/24 etheme._. | ip- 182.16...  default 10 None unicast
BGP Inside address

———————— | [ to-web- | 10.0.0.0{156 tunnel.3 default 10 None unicast
Multicast vpe

to-
busines...

10.1.0.0/16 tunnel.3 default

[ to-tunnel = 172.16.4.0f24 tunnel.3 default

Virtual Router - Static Route - IPv4 ®

MName  Internet-Route
Destination | 0,0.0.0/0
Interface | ethernet1f1 -
Next Hop | IP Address -

152.168.1.250

Admin Distance | 10 - 240
Metric | 10
Route Table | Unicast v
BFD Profile | Disable BFD -

|_| Path Monitoring

Failure Condition (@) Any All Preamptive Hold Time (min) 2

© Copyright Equant 1st February 2020
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4.2 Configure PaloAlto VM-Series firewall on OCB FE
4.2.1  configure Interfaces and zones

configure 2 interfaces
e Untrust interface

e Trust Interface

(&) ethermet1/2 Layer3 Allow All 172.16.4.4/24 default Untagged none VPN-Zone
Management

{mma) ethermet1/3 Layer3 Allow All 10.0.0.231/24 default Untagged none Web-Zone
Management

&= ethermet1/4 Layer3 Allow All 10.1.0.72/24 default Untagged none Business_Zone
Management

4.2.2 Add static routes

1P FVD
Static Routes
b o 2 item= [+ X]
Redistribution Profile
_— Next Hop
RIP
—_— Admin Distance | Metric
QOSPF to-lab 192,168.0.0/16  tunnel.1 default 10 None unicast
_— . .
to-Internet 0.0.0.0/0 ethermet1/2 ip-address 172.16.4.1 default 10 None unicast
0SPFv3

Important Notice:

By default, the vm-series firewall can access the internet only through the managemement
interface so we must add a static route for the internet access of the Untrust interface and the next
hop shpuld be the gateway of the untrust Subnet as shown below. The next hop is 172.16.4.1
(gateway of the untrust Subnet)

to-Internet 0.0.0.0/0 ethernet1/2 ip-address 172.16.4.1 default 10 Mone unicast

4.2.3  Add policy security rules

Polices > Security > Add

1 vpn-to-—-Web none universal i) VPN-Zone any any any B Web-Zone any any
2 Web-to-vpn none universal B8 Web-Zone any any any [ VPN-Zone any any
3  VPN-Business none universal &) VPN-Zone any any any [ Business_Zone  any any
4 | Business-VPN none universal [ Business_Zone | any any any [ VPN-Zone any any

4.2.4  Add Nat Policy Rules

Policies > Nat > Add

1 VPN-to-Web none FBR| VPN-Zone PR Web-Zone any any any any dynamic-ip-and-port
ethemet1/3
10.0.0.231/24

2 | Web-to-VPN none B Web-Zone i) VPN-Zone any any any any dynamic-ip-and-port
ethemet1f2
172.16.4.4/24

3 |k -Biz none Business_Zone Business_Zone | any o104 1721644 any nane

4 | Biz-to-VPN |z| none FH) VPN-Zone ) Business_Zone | any any any any dynamic-ip-and-port
ethemnet1f4
10.1.0.72/24

© Copyright Equant 1st February 2020
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4.3

43.1

IKE Gateway

\Version

IKEv1 only mode

Interface

ethernetl/1 {Unirust)

Local 1P

192.168.1 106/24

Peer IP Type

Static

Peer IP Address

50,84 152 173

| ocal Identification Type

IF Address

| ocal Ide ntification

152 168.1 106

Peer Identification Type

|p Address

Peer Identification

1721644

NAT Traversal

Enabled

Dead Peer Detection

Enabled

Site-to-Site VPN-IPSEC Tunnel Configuration

Configuring the Palo Alto Networks Firewalls

IKE Gateway
[V ersion IKEv1 only mode
Interface ethernetlf2 (Untrust)
Local [P 182168 4.4/24
=~ I Peer P Type Starlc
wa P Poer IF Address 57.83.12
local ldentification Type |IP Address
DT T =N =) local Igentification _|172.16.4.4
= AL LA s Peer Identification Type |Ip Address
Peer Identification 152 1681 106
— NAT Traversal Enabled
=~ I Dead Peer Dataction |Enabled
r [Pl
- : Cloud (OCB FE)
PAN VPC
7
L
Untrust NICEIP R PIR
Pray
> p - i
[ 4 N \gJ SQI

IKE Crypto Profile (Phase 1)

DH Group

groups

Authentication

shal

Encryption

aes-128-chc

IKE Crypto Profile (Phase 1)

Key Lifetime

24Hrs

IPSec Protocol

ESP

Encryption

zes-128-che

Authentication

shal

IKE Crypto Profile (Phase 1)
IPsecProtocol  |ESP
Encryption aes-128-chc IKE Crypto Profile (Phase 1)
Authentication  |shal DH Group groups
DH Group groups Authentication |shal
Lifetime 64000 seconds Encryption 3es1780he
Key Lifetime  [24Hrs

DH Group

groups

Lifetime

IPSec Tunnel configuration will be performed on Both the firewalls as per the diagram above,

Set Up an IPSec Tunnel

The IPSec tunnel configuration allows you to authenticate and/or encrypt the data (IP packet) as it
traverses across the tunnel.
If you are setting up the Palo Alto Networks firewall to work with a peer that supports policy-based
VPN, you must define Proxy IDs. Devices that support policy-based VPN use specific security
rules/policies or access-lists (source addresses, destination addresses and ports) for permitting
interesting traffic through an IPSec tunnel. These rules are referenced during quick mode/IKE phase
2 negotiation, and are exchanged as Proxy-IDs in the first or the second message of the process. So,
if you are configuring the Palo Alto Networks firewall to work with a policy-based VPN peer, for a
successful phase 2 negotiation you must define the Proxy-ID so that the setting on both peers is
identical. If the Proxy-ID is not configured, because the Palo Alto Networks firewall supports route-
based VPN, the default values used as Proxy-ID are source ip: 0.0.0.0/0, destination ip: 0.0.0.0/0
and application: any; and when these values are exchanged with the peer, it results in a failure to
set up the VPN connection.

Steps

1. Select Network>IPSec Tunnels and then Add a new tunnel configuration.
2. 0On the General tab, enter a Name for the new tunnel.
3. Select the Tunnel interface that will be used to set up the IPSec tunnel.

© Copyright Equant
Internal Use Only
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IPSec Tunnel 0,

General | Proxy IDs

Name | OCE-WEST-NGW |

Tunnel Interface | tunnel.3 v

Type @) AutoKey () Manual Key () GlobalProtect Satellite

Address Type (@) TPvg ) Pve
1KE Gateway | IKE-GW -
1PSec Crypto Profile | IPSec-CCE-SE -

D Show Advanced Options

To create a new tunnel interface:

e Select Tunnel Interface>New Tunnel Interface. (You can also
select Networkinterfaces>Tunnel and click Add.)
¢ In the Interface Name field, specify a numeric suffix, such as .2.

Tunnel Interface ®

Interface Name
Comment | PAN-to-PAN

Metflow Profile | Mone s

Config | IPvd  IPv6  Advanced

Assign Interface To
virtual Router | default -

Security Zone | Internet-Zone s

¢ On the Config tab, select the Security Zone drop-down to define the zone as follows:

Use your trust zone as the termination point for the tunnel—Select the zone from the drop-down.
Associating the tunnel interface with the same zone (and virtual router) as the external-facing
interface on which the packets enter the firewall mitigates the need to create inter-zone routing.
Or:

Create a separate zone for VPN tunnel termination (Recommended)—Select New Zone, define a
Name for the new zone (for example vpn-corp), and click OK.

e In the Virtual Router drop-down, select default.

e (Optional) If you want to assign an IPv4 address to the tunnel interface, select the IPv4
tab, and Add the IP address and network mask, for example 10.31.32.1/32.

e Click OK.

4. Define the IKE Gateway .

© Copyright Equant 1st February 2020
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o Select NetworkNetwork ProfilesIKE Gateways, click Add, and on the General tab, enter
the Name of the gateway.

e For Version, select IKEv1 only mode, IKEv2 only mode, or IKEv2 preferred mode. The
IKE gateway begins its negotiation with its peer in the mode specified here. If you
select IKEv2 preferred mode, the two peers will use IKEv2 if the remote peer supports
it; otherwise they will use IKEv1. The Version selection also determines which options
are available on the Advanced Options tab.

General | Advanced Options

Mame | IKE-GW

Wersion | IKEv1 only mods e
Address Type (@) 1Pvd () IPvS
Interface | ethemeti/1 v
Local IP Address | 192,168.1,106/24 i
Peer IF Type (@) static () Dynamic
Pear IP Address | 90,584.192.137
Authentication () Pre-Shared Key () Certificate

Pre-sharsd K'E';.f (LI I
Confirm Pre-shared K2y | ssesssss

Local Identification | IP address w*  |152.168.1.106

Peer Identification | IP address w*  172.16.44

CJED

© Copyright Equant 1st February 2020
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Advanced Options

Common Options
D Enable Passive Mode

E Enable MAT Traversal

IKEw1

Exchange Mode | auto ¥
IKE Crypto Profile | IKE-OCB-SE b
D Enable Fragmentation
|#*| Dead Peer Detection
Interval | 5

Retry | 5

o

(2N

5- Define IKE Crypto Profile

In this phase, the firewalls use the parameters defined in the IKE Gateway configuration and
the IKE Crypto profile to authenticate each other and set up a secure control channel. IKE
Phase supports the use of preshared keys or digital certificates (which use public key
infrastructure, PKI) for mutual authentication of the VPN peers. Preshared keys are a simple
solution for securing smaller networks because they do not require the support of a PKI
infrastructure. Digital certificates can be more convenient for larger networks or
implementations that require stronger authentication security.

When using certificates, make sure that the CA issuing the certificate is trusted by both
gateway peers and that the maximum length of certificates in the certificate chain is 5 or
less. With IKE fragmentation enabled, the firewall can reassemble IKE messages with up to 5
certificates in the certificate chain and successfully establish a VPN tunnel.

IKE Crypto Profile ®

Name | KE-QCE-5E] |
[ aroups [ aes-128-che

Qad B 4] ¥ ] Sad O 4] ¥

]|
[ shat Key Lifeime | Hours hd
24

Minimurm lifetime = 3 mins
IKEv2 Authentication |0
Add @ 4] o Multiple

© Copyright Equant 1st February 2020
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6. Define IPSEC Crypto
Create a new IPSec profile.

o Select Network>Network Profiles>IPSec Crypto and select Add.

e Enter a Name for the new profile.

e Select the IPSec Protocol—ESP or AH—that you want to apply to secure the data as it
traverses across the tunnel.

e Click Add and select the Authentication and Encryption algorithms for ESP,
and Authentication algorithms for AH, so that the IKE peers can negotiate the keys
for the secure transfer of data across the tunnel.

e Commit your IPSec profile.

e Click OK and click Commit.

e Attach the IPSec Profile to an IPSec tunnel configuration.

Name |1}35§;-QQ§-SE |
IPSec Protocol  ESP hd DH Group | groups hd
[[] ass-128-che Minimum lifetime = 3 mins

Enable

[ shat

B Add @Dtz @ MovelUp € Move Down
A — —

7. Setup Tunnel Monitoring (Optional)

To provide uninterrupted VPN service, you can use the Dead Peer Detection capability along
with the tunnel monitoring capability on the firewall. You can also monitor the status of the
tunnel. These monitoring tasks are described in the following sections:

e Define a Tunnel Monitoring Profile

A tunnel monitoring profile allows you to verify connectivity between the VPN peers;
you can configure the tunnel interface to ping a destination IP address at a specified
interval and specify the action if the communication across the tunnel is broken.

a. Select Network>Network Profiles>Monitor. A default tunnel monitoring profile is
available for use.

b. Click Add, and enter a Name for the profile.

c. Select the Action to take if the destination IP address is unreachable.

o Wait Recover—the firewall waits for the tunnel to recover. It continues to use
the tunnel interface in routing decisions as if the tunnel were still active.

o Fail Over—forces traffic to a back-up path if one is available. The firewall
disables the tunnel interface, and thereby disables any routes in the routing
table that use the interface.

© Copyright Equant 1st February 2020
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4.4

441

In either case, the firewall attempts to accelerate the recovery by negotiating new
IPSec keys.

Monitor Profile

Name | defaul

Action (®) Wait Recover () Fail Over
Interval {s=c) 3

Threshold 5

05/27 16:05:10 VP

Severity
 informational

05/27 16:05:10  vpn [ informational ikev2-nego-child-succ  Azure-IKE2
 informational

GlobalProtect User Authentication

The first time a GlobalProtect client connects to the portal, the user is prompted to
authenticate to the portal. If authentication succeeds, the GlobalProtect portal sends the
GlobalProtect configuration, which includes the list of gateways to which the agent can
connect, and optionally a client certificate for connecting to the gateways. After
successfully downloading and caching the configuration, the client attempts to connect to
one of the gateways specified in the configuration. Because these components provide
access to your network resources and settings, they also require the end user to

authenticate.
The appropriate level of security required on the portal and gateways varies with the
sensitivity of the resources that the gateway protects. GlobalProtect provides a flexible

authentication framework that allows you to choose the authentication profile and
certificate profile that are appropriate to each component.

Create interfaces and zones

1. Create tunnel Interface

© Copyright Equant
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Tunnel Interface ®

Interface Name
Comment | Remote-VPN

Netflow Profile Mane -

Confiy  IPvd  IPv6  Advanced

Assign Interface To
virtual Router | default -

Security Zone | RemoteVPN-Zone b

2. Create and new security zone and assign to the new tunnel interface. Make sure that
user identification is enabled.

Name | Remotel/PN-Zond |- User Identification ACL
Log Setting | None - [+ Enabls User Identification
Type | Layer3 -
Interfaces
tunnel.2

RAd 2

Users from these addresses/subnets will be identified.

DAd @

Zone Protection

Zone Pratection Profile | None v

[] Enable Packet Buffer Protection Add @

Uszrs from thess addresses/subnets will not be identified.

© Copyright Equant 1st February 2020
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3. Add security policy rule for known users.

Security Policy Rule

Service/URL Category | Actions

) RemoteVPN-Zone

Dadd B Sadd B

D MNegate

Application | Service/URL Category | Actions

select hd

Destination Zone

[E) Business_Zone

DAd B BAd B

D MNegate

© Copyright Equant 1st February 2020
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Security Policy Rule

ApTication | Service/URL Category | Actions

known-user hd any hd
[N | source User [N | HIP Profiles

] e

4472 Establish Trust

1. Create GlobalProtect certificate

Certificate information

Name |Glﬂhﬁ.lE£QtﬁSLCA |
Subject | fCN=CA.se.c
Issuer |

Not Valid Before | ==

Mot Valid After =
Algorithm  m=a
| Certificate Autharity
[] Forward Trust Certificate
[] Forward Untrust Certificate

[ Trusted Root ca

2. Created gateway Ceritificate

© Copyright Equant 1st February 2020
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Certificate information

Name | Gateway_Cert
Subject | /CN=172.16.1.4
Issuer /1

Naot Valid Before | -

Mot Valid After ==
Algorithm  R=2
Certificate Authority
Forward Trust Certificate
Forward Untrust Certificate
Trusted Root CA

D Certificate for Secure Syslog

4.4.3  Authenticate the User

1. Create LDAP server Profile

LDAP Server Profile ®

Profile Name |AD-Server| |

D Administrator Use Only

Server List Server Settings
D e drory >
ad-business.se.cloud  10.1.0.4 389 Base DN | DC=se,DC=cloud v

Bind DN administrator@se.cloud

Password sesesess

Confirm Password  esssssss
Bind Timeout 30

Enter the [P address or FQDN of the LDAP server
Search Timeout | 30

Retry Intzrval 80
D Require 55L/TLS sscured connection

Verify Server Certificate for SSL

2. Create Authentication Profile

SSIONS

Authentication Profile ®

Name |AD-Users

Authentication — Factors — Advanced

Type |LDAP =
Server Profile | AD-Server =
Login Attribute

Password Expiry Waming | 7

Mumber of days prior to wamning & user about password expiry
Us=sr Domain
Username Modifier | S5USERDOMAINYG|%USERINPUT % v
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

[ ==
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Authentication Profile ®

Name |AD—LIsers

Authentication ~ Factors  Advanced

Allows List

Oy

Sad B

Account Lockout
Failed Attempts |0

Lockout Time (min) |0

3. Commit the configuration.

4.4.4  Configure the Gateway
1. GlobalProtect Gateway.

Network > GlobalProtect > Gateway and press add

GlobalProtect Gateway Configuration

General Name | Glob

o
i
g
il
G

Authentication Network Settings
p— Interface | ethernetl/2 e

IP Address Type | IPv4 Only hd

1Pv4 Address

None

GlobalProtect Gateway Configuration

General Server Authentication

Authentication SSL{TLS Service Profile | service-profile v
Agent Client Authentication

Satellite M| Name os Authentication Profile Authentication Message

dient-auth Any AD-Users Enter lagin credentials

D Add @ Delete @ Clone 3 [+]

Certificate Profile | None

© Copyright Equant 1st February 2020
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4.4.5

GlobalProtect Gateway Configuration (]

General
p———  TumnelSettings ~ Timeout Seftings ~ Client Settings ~ Network Services  HIP Notification
Authentication
b |#| Tunnel Mode
Agent
Tunnel Interface | tunnel.2 e
Satellite Max User | [1 - 500]

[ Enable 1Psec
GlobalProtact 1PSec Orypto | default e
D Enable X-Auth Support
Group Name:
Group Password

Confirm Group Password

GlobalProtect Gateway Configuration (]

General
p———  Tunnel Settings ~ Timeout Settings ~ Client Settings ~ Network Services ~ HIP Notification
Authentication
Agent
Incude Access Route
Satelits |:| override any any 172.16.4.5-172.16.4.254

[+]
GlobalProtect Gateway Configuration ®
General
Tunnel Settings ~ Timeout Settings ~ Client Settings ~ NZtwark Servicos HIP Notification
Authentication
— Inheritance Source | None -
Agent
=4 Check inheritance source status
Satelite Primary DNS | 10.1.0.4 v
Secondary DNS | 8.8.8.8 -
Primary WINS | None -
Secondary WINS | None A4

[T 1nherit DNs Suffixes

DNS Suffix | £ Omma-se|

Configure Portal

Network > GlobalProtect > Portal then press add
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GlobalProtect Portal Configuration

General Name | AD-Fortial
Authentication Network Settings
———1 Interface  etherneti/2 -
Agent
_ IP Address Type  IPv4 Only -
Clientless VPN IPv4 Address | 172.16.4.4/24 <
Satellite
Appearance
Portal Login Page  None -
Portal Landing Page  Nons -
App Help Page

GlobalProtect Portal Configuration

General Server Authentication

Authentication SSL/TLS Service Profile  sarvica-profile i

Agent Client Authentication

Clisntless VPN o5 Authentication Profile Authentication Message
— user-auth Any AD-Users Enter login credentials

Satellite

Shidd @ (] [+] [+]

Certificate Profile  None

GlobalProtect Portal Con

General Agent

Authentication Configs UserfUser Group 05 External Gateways client Certificate
Agsnt AD-access any any Gateway_Cert

Clientless VPN

Satellite

fdd @ Delete ne (+]

Agent User Override K2y | sass
Trusted Root CA Install in Local Root

Confirm Agent User Override K2y | seee

GlobalProtect_CA

Drdd @
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Q
Authentication | User/User Group | Internal | Bxernal | App | DataCollection
Name | AD-access
Client Certificate  None v
The sslacted client cantificats including its private key vl be instelled on dient machines.
Save User Credentials | Yes v
Authentication Override
[ Generate cookie for authentication averride
D Accept cookie for authentication override
Certificate to Encrypt/Decrypt Cockie | None =
Components that Require Dynamic Passwords (Two-Factor Authentication)
D Portal D External gateways-manual only
D Intermnal gateways-zll D External gateways-auto discovery
Select the options that will usz dynamic passwords bke one-time password (OTP) to authenticate users s oppasad to using saved credentizls, As 2 result. the user will abways be prompted to
enter new crede or each selected optios

Authentication

Name |Gabeway_CErﬂ

Cutoff Time (sec) |5 Address () FQon (-) )

External Gateways
IPvd | 172.16.4.4

| Gateway_Cart

. 1 item > X

Any Highest

Add @
D Manual (The user can manually select this gateway)
] -

Commit the configuration
4.4.6 Deploy GlobalProtect Agent
Device > GlobalProtect Client

Download the client then Activate
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palolto

Dashboard ACC Monitor

Policies

Objects

Network

e
o

mmit ¢

8 setup
21 High Availabiiity X
B2 Config Audit Version se=
« Passviord Profiles g St
8 administrators 413 57 MB
2 dmin Roles 212 57 VB
8 Authentication Profile 411 57MB
9 authentication Sequence 210 57 MB
User Identifieation e 39 MB
2l v Information Sources ot 39 MB
v (g8 Certificate Management ) 2 M8
& certficates T M
{E Certificate Profile e 39 MB
P 0CSP Responder
8 55/TLS Service Profile 02 =
Tscee 402 39 MB
& 551 Decryption Bxclusion | +0:0 Bl
[ Response pages 243 e
B Log Settings 315 44 VB
L) server profiles 314 Rk
) smp Trap 313 Gis
) sysioa ERRY 44 VB
[8 Email 3.1.0 49 MB
[ HrTP 303 31MB
) Netflow 3.02 31ME
[ rRADIUS 3.041 31MB
% TAcACS+ 3.0.0 31 MB
@ 1oap 235 30 MB
B Karberos 234 30 MB
[ sAML Identity Provider EEE) 25 M8
[ Mt Factor Authentication | ") e
¥ BB Local User Database.
6 v 231 29 MB
B o Groups 230 25 MB
{53 Scheduled Log Export 222 e
@ software 221 29 MB
@ Globalprotect Clert =2 =e

4.4.7  Service Route Configuration

Releass Date

2018/08/06 17:42:34
2018/07/20 14:31:04
2018/06/14 06:27:38
2018/04/26 10:21:41
2018/03/03 21:11:02
2018/04/11 19:58:43
2018/02/21 15:03:33
2018/01/12 14:00:31
2017/12/01 20:19:33
2017/10/12 18:55:26
2017/09/01 15:47:38
2017/05/24 25:16:08
2017/01/30 15:32:12
2017/02/23 15:23:55
2017/01/04 17:17:38
2016/11/07 11:40:46
2016/10/24 12:23:06
2016/08/25 15:41:38
2016/06/23 20:31:49
2016/07/30 14:18:34
2016/05/19 17:31:04
2016/04/11 19:38:37
2016/02/16 08:09:25
2016/07/30 13:17:32
2016/02/03 03:19:41
2015/11/13 10:23:27
2015/09/21 10:26:27
2015/08/03 11:24:24
2015/06/29 15:13:27
2015/07/10 15:07:32
2015/05/17 10:43:49
2015/03/26 10:18:51

v Reactivate
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download
Dawnload
Download
Download

Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Release Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Release Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Release Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes
Releasz Notes
Release Notes
Relesse Notes

Change the service route configuration for LDAP service and make the source address the

Untrust Interface IP

Device > Setup > Service Route Configration

C:l Usz Management Interface for all

IPvd | IPv6 = Destination

@j Customize

Source Interface
AutoFocus Use default
CRL Status Use default
Panorama pushed updates = Use default
D= Use default
External Dynamic Lists Use default
Email Use default
HSM Use default
HTTP Use default
Kerberos Use default
LDAP ethermetl1/4
MDM Use default
Multi-Factor Authentication | Use default
Metflow Use default
NTP Use default

Use default
Use default
Use default
Use default

Use default
Use default
Use default
Use default
Use default
10.1.0.7224
Use default
Use default

Uss default
Us= default
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