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File and Application Backup (FAB) is a Backup-as-a-Service (BaaS) platform designed for the protection of files and applicative
components like databases (and in some cases, systems) located either within Flexible Engine, on your Premises, or in any
other Cloud provider.

FAB is a Flexible Engine service based on the Commvault technology,
Providing all the benefits brought by the Orange public Cloud solution, and the robustness and efficiency of the Commvault
backup software.

Data is transferred in a secure way to the FAB platform via built-in tunnels and according to the required security configuration,
allowing the possibility to use internal encryption at all stages of the data transfer: source / proxy / FAB Platform / Storage.
Protected data is stored within the Flexible Engine Object Storage, offering the flexibility, security, and availability of the Orange
Public Cloud platform.

As a managed service, FAB offers the automation of the backups, letting them run on standard global schedules for daily
incremental backups, and through internal processes for Full backups, limiting your administrative tasks, and the interactions
between FAB and your infrastructure to their strict minimum required.

FAB also offers the possibility to operate on-Demand backups and Restores as you see fit, and in a few clicks.

To process your files & applications protection, FAB uses agents to deploy on your infrastructure, and it exposes a centralized
web console to administrate and follow up the backup and restore activity.

The FAB service is available in all Flexible Engine regions. These regions are used to determine where the FAB connection is to
be made from your data to our Infrastructure, as well as the storage location of your backups.

The following regions are available:

* Eu-west-O = Paris (France)
* Eu-west-1 = Amsterdam (Netherlands)
* Na-east-O = Atlanta (US)

FAB relies on the Commvault technology to deliver the protection service ; however, a part of a public cloud solution, and
therefore in order to offer a built-in and widely-used service, FAB cannot expose the Commvault product as is, and has to
provide all the possible protection services in the context of such a public solution.
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https://cloud.orange-business.com/en/offers/infrastructure-iaas/public-cloud/
https://www.commvault.com/

Currently the protection supported by the FAB support team is:

oo Fles and folders for Windows and Linux servers
oo Microsoft Exchange infrastructure

o MSSQL databases

oo QOracle databases

oo \/Mware VMs

The FAB team works on releasing as many features as possible, with the only objective being to answer your needs in terms of
data protection.

As a Flexible Engine service, its subscription relies on the Flexible Engine subscription within the Orange Cloud portal “Cloud

Store”.

You may find all required documentations on the Cloud Store and Flexible Engine here:
https://cloud.orange-business.com/en/offers/infrastructure-iaas/public-cloud/assistance-flexible-engine/

If you already have a Flexible Engine tenant...

Merci de vous authentifier

Pour poursuivre veuillez vous identifier

Identifiant |

Mot de passe

https://selfcare.cloud. b e s

orange-business.com/

Flexible Engine Domain manager credentials provided during the Flexible Engine subscription
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To subscribe to Flexible Engine...

To subscribe to Flexible Engine, you may either:
e contact your OCB Business Manager,
e or subscribe digitally for a trial phase:
https://cloud.orange-business.com/offres/infrastructure-iaas/tester-offre-flexible-engine/

FAB users are created in the OCB Cloudstore by your Flexible Engine domain manager, or any FE user with the “Users
Manager” role.
To access the Service. ..
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To end the FAB service, you must decommission each agent declared in your FAB organization.

To do so:

Orange Business Services | File & Application Backup


https://selfcare.cloud.orange-business.com/
https://selfcare.cloud.orange-business.com/

Connect to the FAB Backup Console, and go to the Administration / Servers section
Then for each backed up client, click on its Actions button, and click on Release license

ACtions
pofate software
namstall software
Reledsa llcanse

Chedk readiness

Recinre
Backup
Jos

A software

Select all the agents installed and click on OK to decommission

Note: if you have a long retention set, it's recommended to open a ticket asking for your backups
deletions
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FAB provides an html5 console to administrate your protection service.
Your FAB environment refers to your “Company” as the Flexible Engine domain to which it's related.

You may have as many FAB companies as you have subscribed for within your Flexible Engine domain.
The console is set in the following sections:

A Dashboard offering a global vision on your company’s protection.
Remember to select your Company

Useful overview &
links to your FAB
environment

The user currently
connected with a
contextual menu

The FAB Company
. Language
selection

FAB Homepage selection

Search toolbar

' OCBO000xxxx Y FEnglishv & XxXX XXXX

Overview Dashboard

Environment

Information
Needs attention to highliaht
| |
Navigation LSRR SERVER M APTOPS USERS 0 2 0 hightlg
menu Salutions 0 1 2 *! SERVERS 0BS
SLA Jobs in the last 24 hours
Latest jobs
statistics
5 2 v o0 00 0
RUNNING SUCCES FAILED EVENTS
s =
Global Last week backup job summary Top 5 largest servers [:)
PI'OtectIOn CUENT APPLICATION SIZE LAST BACKUP TIME
statistics Server name Volume Date & time

The “Solutions” section lists, by type, all the FAB agents you have installed for this FAB Company.

Last week job overview

Highlight on the 5 largest

protected servers

From there, various operations are available depending on the agent type:
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For all agent types, the display is as follows:

Agent Type (A

o e

Aagent name

Click on an agent to get
further details

Backup sets

=) Agents count

Last backup time

Date & Time

ﬂ Solutions

Virtualization

Recovery points essissar

1 Plan

Backup plan

All operations available for
this agent

The Configuration section provides general detail on the selected Company.

Options

Actiar

o

Backup
oDs

Update software
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The selected Company

OCBO000XXXX
Protected 0 0 n 0 ﬂ 0 1
elements Plans
General Esternal suthentication : associated to
the selected
Company
Genferal ' - Authcoce . =
configuration
-
Plans
Built-in profiles Security
P
& T
e E FAB Users for
this Company ¢
Email setrings =
Company _
primary contact Fle scspions _ _ -}
*User access is managed in the Cloud Store, not in FAB
Exceptions ; .
. ) (see the Identity and Access Management section)
configuration

The Monitoring section provides vision on 3 sub sections built to help monitor the protection activity

This section is split in 2:

Active jobs Job history
Lists previous jobs

Lists all currently Job history a4 hous -} b
active jobs in the ) . ) S NN o o oo ) . 1. .

ek i Upepalin P s IoApe, [T PoEereer. fob. 3 Uil P Ll i Sl i
selected Company

XXOXK Auxliarg Copy OE 000K 1 ser BT

Tripgered alerts  Alerts definitions Define the alerts to enable

Lists all current alerts in the
selected Company

Triggered alerts («

Alerts definitions

0CBO0OXXX B
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Clickable for further detail on

the event

Events -
ritica
s Seerily Ceenl 1D Jub I Cale
Mot i Info 00X B OXXXXXX  XXXXXX

Progiam Cormputer Ceenilco  Descriplion

11:Date & Time 3BSource program X Agent name §  XXXXXX Event description with detail

Clickable for further detail on

the Job

Events are displayed using the following severity matrix:

Severity lcon
Critical Event Q
Major Event A
Minor Event &
Information Event (5]

Description

Indicates critical system conditions affecting multiple clients or applications.

Indicates a major error affecting a single client or application.

Indicates an unexpected event that does not affect running process.

Indicates an expected event. It includes initiation and completion of jobs.

Each event ID is unique, one job = one event ID

You may find here all reports built on your protection activity:

Reports

Reecent

Mlunilaring

Aun eopy job detaks

L]
Uritagged

m

|ot Soaisrics

Actian ¥ |

— .B.-n.lpr-\.m Ty Rais Oopry joke dinails — Jeh Seanmecs

L I_ n

—_— Feaiore b surmary 5L
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This section is used to manage the protection of your devices (listing, configuration, installation, removal...).

Emviranment Meeds attention
HLL SLEVLES P FILLES L& IAUASL SLAVLAES W CLOUD APPS
XXX P | XXX
XXX XXX XXX XXX XXX I e—— e
dabe soivwie
Servers \ Sear add gatewany  Addserver !
o lhoen
Harme 1 Eoapent P Wersion Poos P Update st P aclions : B, (Cermadnem
XXXXXX Agent type Agent version OS version Agent status li—:'

The Download center is used to download all the FAB agent packages to install on your devices 1o initiate their protection.

List of available FAB agents (click for details)

Click to

.1. B o download the

Dc
Q Release Date Descending | correspondlng
agent
ﬂ VSA-Agent_LinuxX64
| . M Download
Filters ategory |Orgasize] Jeat | @ vetete
dd-on 3. (s 5)
e Sy 4 - FS-Agent_LinuxX64
o
# Edit | & Delete
Platfe . FS-Agent_WinX64
Windgws-wiid
ke # Edit | @ Delete
Windows- B8
Status :!Tj F5-Agent_LinuxX86
R t M Download

# Edit | T Delete
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The access to FAB is not managed within the FAB console but within the Cloud Store:
https://selfcare.cloud.orange-business.com/

Access is provided to a Cloud Store user, on each required Flexible Engine FAB Organizations.
Initially, only the Flexible Engine domain owner may provide accesses.
The domain owner has the possibility to delegate such access granting to users by assigning them the required role.

You will find here the Cloud Store documentation:
https://cloud.orange-business.com/wp-content/uploads/2019/09/CloudCustomerSpace UserGuide FEoffer-EN.pdf
The IAM is described in the chapter “Users section”.

In order to provide the access to FAB, the user must be granted the “Cust_Admin” profile within the Role assignation “Backup
Console” as below:

©®  Services

©  Subscripti.. Mo

O Dachup oo...

0 on R

COnnaC ety e R i T e o P dpri

O Flexibe En..

The access to FAB has been built for Backup Operators.
Therefore all users granted access to FAB gain access to their Company (Flexible Engine domain) backup & restore
configuration and operation, logged activities, notifications, as well as all reports built to monitor the Company protection.
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There are 2 different models of FAB protection:
= Protection of servers files and databases: using preconfigured FAB agents to install on your servers to protect
= Protection of hyperscaler applications (like Office 365...): using specific configuration set directly in the Command
center
The following chapter describes the standard agents deployment.

To understand better the hyperscaler applications protection deployment, please refer to chapter “Hyperscaler applications
protection”.

The agents manage the backup and restore activity locally on the device, and are configured to secure and transfer data to
the FAB central environment for storage within the Flexible Engine Object Storage.

FAB Agents are preconfigured and packaged to facilitate their deployment in your infrastructure.

They are available for download from the Download Center (see the “Download center” section above).

Backups are processed automatically, as managed centrally and globally within FAB.

The Backups run every day between 8PM and 8AM French time (GMT +1).

The policy is to run incremental backups every weekday within this night time window and a full backup during the weekend,
all day.

The FAB deployment is mainly a 2-step method:

Choose the required
Backup Plan (data
retention period and
location) and Backup
content

Download & Install
the appropriate
agent on the
required device

These two steps are described in detail in the following sections.

Various possibilities are offered to setup the connection to the FAB service, depending on the network architecture in place in
your company:

. . if your data to protect has a direct internet connection
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Using an intermet Proxy (hitp proxy): If your data to protect is not directly connected to the intemet (behind an intermet
proxy like squid, ccproxy etc.). The agent setup offers you the possibility to inform the FAB agent of your http proxy
configuration.

You may also want to refer to the FAB Network Flow Diagram section for the network opening settings in your company
network

AR Endooint service ;I your data to protect is on Flexible Engine, FAB offers the possibility to use the VPC Endpoint
service to connect to FAB, rather than using the internet connection (through Elastic IP or NAT Gateway) You may refer
to the VPC Endpoint documentation here for a detailed explanation on this FE network service.

VPC EndPoint

-

e 4

o

_l (g:s ECS

Direct Connection
{Elastic IF]

ECS
Direct Cennection
=
[MAT IP) Direct Cannection “
Ecs
T ————

(NATIP)

Ll i
via Internet Proxy |

Fowter(MAT) Flexible Engine Tenant

Internst
Prosy Server ;
M I
e,

On-Premise On-Premise
(Proxy) (NAT)

Logical representation of generic network deployment to connect to FAB regions using different methods
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Note:

The FAB Endpoint service is currently available in eu-west-0 region only.

In order to provide the necessary redundancy on the FAB Endpoint connection method, it's
required to build 1 Endpoint connection for each FAB Endpoint service :
FAB-EP-PARIS-A

&

FAB-EP-PARIS-B

To create an endpoint connection to FAB proxy servers, you need to logon to your domain =lexible Engine console, to

the Network section, and Click on VPC Endpoint

Network ~

[y it e Gl ()
L

Provwickas macsmsly eolatsd sl netanrks

A Elaestec Load Bakance [ 13
* Dradrutes baTo: v nudbpe ECE

% [sEEE RHHTEE]

High-speed, stable network woosaa warece

@ Nssrrusin e Srnins (1]

titabia recarw tact domain name acchron

B Ml Lamioway (1]
High-frarnamrone [ nwnme QTsaw
£ WRC Endoont (1)

=
Mo e b wcsmengadonmd neteari

On the VPC Endpoint page, Click +Create VPC Endpoint

WFL sndpcnt serace nwma - O GmwchbyTag ¥ || O

o W faahm WP Fdipnint Servics Ty Cmabnd Tinacn

Click on Find a service by name:
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C Endpoint (5

Foguan Lu vzl 0 -

W B Cuhagury m Fudd m e Bry raerms

# Banica Lot

Hharn: o
-l- e wgs- busier gl o ok s wsal Ol il oCE

cnm nrwe ne-himnsee pror-clnod—oeh seweel O dne R

e o e buesiasns g ol -och - wasl Dot OCE

Currsntly selscierd com crnge-Eusnmes prock-dooc-nch: su-sees-0 che-mism st
+ WPC Tret 10 200 2000150 = | 3 Ve UPE

& Ficustm Tahila rinTae: @ T P

. To assign FAB Proxy “FAB-EP-PARIS-A”" a private IP Address from your subnet.
1. Type in eu-west-0.FAB-EP-PARIS-A.de7ad2ef-8208-44a0-aad9-5d7699c6e4 13 in the VPC Endpoint Service name
and click on Verify:

Region eu-west-0 -

# VWPC Endpoint Service Name eu-west-0 FAB-EP-PARIS-A deTad2ef-8208-£ Werify @
* VPC vpe-demo-POC(10.10.0.0/16) v | C ViewVPCs
Tag It i= recommended that you use TMS's predefined tag function to add the
Tag key Tag value
You can add 10 more tags.
2. Determine the VPC / Subnet containing the servers to protect (see figure below)
3. Click on Manual, then determine & assign an IP address for the FAB proxy (IP must be in your local subnet), click on

Verify, and then click on Create Now.
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Create VPC Endpoint ®

Ragon eu-west-0 v
* Service Category Cloud services Find a service by name
+ VPC Encpont Senice Name ou-west-0 FAB-EP-PARIS-A de7ad2e!-8208- Verty ®

@ Service name found

Private Domain Name Create a Private Domain Name  (7)
.« VPG 2 T Test(10.200.200.0°29) v | C
* Subnret subnet-6eb(10.200 200 029) v C ¢
A3
* Private © Address Autormatc m /// N\
’/
) 1 Verity

Access Control O @

. To assign FAB Proxy "FAB-EP-PARIS-B” a private IP Address from your subnet.
1. Type eu-west-0.FAB-EP-PARIS-B.ebad15ef-848a-47d4-9cc6-e413112d0058 in the VPC Endpoint Service name and

click on Verify:.

Region eu-west-0 A

Regions are geographic areas isolated from each other. Resources are regic
and quick resource access, select the nearest region.

% VPC Endpoint Service Name eu-west-0 FAB-EP-PARIS-B ebad15ef-848a-4 Werify @
* VPC vpc-demo-POC{10.10.0.0/18) v | C ViewVPCs

Tag It iz recommended that you use TMS's predefined tag function to add the =i

Tag key Tag value

You can add 10 more tags.

2. Determine the VPC / Subnet containing the servers to protect (see figure below)
3. Click on Manual, then determine & assign an IP address for the FAB proxy (IP must be in your local subnet), click on

Verify, and then click on Create Now:
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( Create VPC Endpoint @

Regior eu-west-0
» Sensce Category Cloud sarvices Find a service by name
» VPC Encpont Service Name eu-west-0 FAS-EP-PARIS-B e5ad15e4-848a< Venty @

& Service name found

Private Dormaun Name Create a Private Doman Name  (3)
* VPC 2 vpc-demo-POC(10.10.0.0116) v
% Subnet subnet-back(10.10.1.024) v
3
% Private 1P Address Automatic m
190 Venty

@ P acdress avalable

Note: Remember to take a note of the FAB proxy’s local IP address you will define, as it will be
asked during the installation of File system agents to protect using this connection (see the
section).

FAB provides the possibility to protect your On-Premise data.

The On-Prem agents contact directly the Central FAB infrastructure for backup and restore flows.
Therefore it's required to make sure they can access it.

The below diagram represents the data flow for the FAB service, depending on your infrastructure:
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Backup &

Re<tore of Files

Your IT
environment

FAB Network Flow

/.'l.‘ .’ || \‘ \
and applications - SR T b T S
= s / LR ™

i / 1\ \

Intemal Data

HTTPS transfer

e OOOE

| 8

' ﬁ :," ‘lk".\"-.

The flow diagram to open is the following:

Source P
Your devices
or
your http proxy
server

your IP Address(es)

diagram
Destination IP Protocol PORT
packup-proxy-a.eu-west-0. prod-cloud-och.orange-
pusiness.com 90.84.195.66

https 4
backup-proxy-b.eu-west-0.prod-cloud-ocb.orange- | 90.84.195.67 tps o

pbusiness.com
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Note: You may choose whether to connect each agent directly to FAB, or to use an http proxy on your
Premise. Either way, the corresponding network openings must be made on your source site to allow
connections to FAB

Various agents are packaged and made available within the Download Center (see the “Download center” section above).
Each agent is packaged to answer a need you may have, and all agents are therefore available for you to deploy on your
infrastructure to protect.

The agent name has been designed for you to understand its use case.
The naming convention is as follows:

<type>-Agent_<OS>

Agent Type: )
FS: File System, Operating
DB: Database, System:
Apps: Application WinX64 or
LinuxX64

The “Apps” agent type is used to protect available applications like “Exchange”.
The FAB file system agents give the options to choose the Flexible Engine regions where FAB services are available. Your
agent should connect to the most relevant zone depending on your geographical situation.

Note: You may click on a an agent to get further details

In order to cover as many cases as possible to protect your data, FAB provides a list of available Preconfigured Backup Plans.
The Plans naming provides all required information to determine its use case:

Backup Type Reieniion period. Stored data location:

: Represents how long Th : - I

. e Flexible Engine Availability
UNIVERSAL: Plan usable by your data will be kept in Zone (Datacenter) where is stored
anyone, and for any agent type storage the protected data

FE-<Type>-<retention>-<stored data location> + <possible secondary location>
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To determine which Plan to use in which case, these are the questions you should be able to answer:;
1- What type of data is to be protected?

° Backup Type

2- Where do | want my protected data to be stored?
o Stored data location

3- Do I need a secondary copy of the data, stored elsewhere?
° Possible secondary location

For now FAB offers the possibility to protect Exchange online as part of the Microsoft 365 online product.

In order to protect your Exchange online environment, a specific method allows you to add the component directly from the
Command Center. And for this type of protection, the agent is a built-in agent deployed directly on our FAB central
environment and from the Command center. So there is no need to install any agent on your devices for such protection.
The configuration is described in the FAB configuration chapter.

Once configured, FAB uses the predefined Hyperscaler's APl and urls to connect to and protect the online environment, in
order 1o store it on Flexible Engine Object storage for the retention of your choice.

The following section details the installation process for all types of available FAB agents:

In order to authenticate the FAB agent with your FAB environment an authcode is necessary.
This authcode is an auto-generated key that allows connection of all required agents to the chosen FE/FAB Company.

. In the FAB Backup console, go to Configuration/Companies.
. Then, in the “General” frame, make sure the option “Requires authcode for installation” is enabled, or click on the button
to enable it (note that this option is by default disabled):

General
Date & Timem
OCBO000xxxx
Mot set
]
In this case, the option
is presently disabled
. The code will be generated automatically, Copy it for a later use by clicking on the authcode directly:
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OCBO000xxxx

General

In this case, the option
is presently enabled
Date & Time
OCB000xxxx
Rk et acd
iy XXXXXXXX @
»

e D factor authent »

Note: this authcode can be modified at any time by clicking the ¢ icon

Prerequisites:

e The required agent package (corresponding to the server OS and to your need)
has been downloaded from the download Center

e This downloaded agent package has been transferred to the server to protect

e The server to protect is able to communicate with the FAB central infrastructure
on https (port 443)

e An authcode has been generated for the required FE/FAB Company (see above
“‘authcode” section)

. Download package from the Download center, the File System Agent based upon the Windows operating system
architecture type (32 bit or 64 bit):
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Download Center

Biesek filbers | =} -
Wersion
FS-Agent_WinKed
m
Releeme Diates Jun 16, 20200530200 AM | Wersion: 1

Category [Qupasize] Terespron: Windaws install package for HAE Fle System agent foe all

pour toutes les région

Fiba Syt (3] #
FEde | W Delete
Platfnrm
Hinc—— M FS-Agent Winkas
h i |:E| Heloase Dhate: Juin Th ML 00 AK | Wermes: 17
Slatus Naiproe: WWirdows XES Install package 1or FAR File Systerm agent
Windows 525 pour toutes |es région
A (3]
F Edn | T Delete
. Unzip the package onto the server to protect;

ThaPC 5 SYSTEM[C) » Temp 5 F5 WinXéd »

Name Date maarfied Type Suze

BineryPuyload Flw fidde
Camiren Flw lclde
of ThindParly Filv Feis
* 2] Binerginie HML Tucarment 3 9KE
A Binerglnfo.eml description DESCRIPTION File 1 K2
‘.. Erandist Text Docummes KB
[ ees %61 KB
= inetal TKE
A inviallee G KB
& Launchratalur K=
[ Cnstale TAXE
%] ReotFiSummany & 1172000 ¢ KB
& Sevup & 1172000 30 AM 17,3742
o veminn &/ 1172000 &30 AN K=
2 WinPackages &2 1172000 &30 AM XM Docament TIKE
. Right click the PowerShell installer script and on the properties page click / select Unblock (depending on OS version)
Note: Windows security policy might block the ps1 or .exe file execution.
In that case, right click the install.bat, go to properties and select unblock
Atributes: [ ]Read-only [ JHidden | Advanced.. |
== Zﬂ‘ifﬂf;ﬁf&iﬁ'ﬁ&iﬁ’?ﬁéﬁﬁ&fvvb'°°k |
this computer.
. Open "“PowerShell” as Administrator
E W Bawer e
T Bunes et el
B [TIORTSERY NPAEe 1 eemrppen
T pen e ncmon
L] v e St
@ mmsan P ops noes
& @ndowa Uil
R Pt Ak skt
DR gy 1 o R
i Fower Wl rden Pose Shet BE
. Change to the directory where the package was extracted, and execute the installer.ps’

You will be asked below questions:
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. FAB region to use: (Paris — Eu-west-0, Amsterdam — Eu-west-1 or Atlanta — Na-east-0) - This selection decides in
which FAB region the backup is stored for your server, it's important that the nearest geographical FAB region to your server

be chosen else backup performance is impacted.

o Connection method to FAB region: (Intermet Proxy, FE Endpoint services or Direct (Elastic IP / NAT) and provide input -
This selection decides how your server connects to FAB regions based upon the network defined on the server. See section

FAB connection architecture models for details.
. Company Auth. Code

Eu-west
ide fo

j]
nt feature available for Flexible Engine)

ked up element is connected to the internet directly)

vour .
enter y 4 il : 50063EBBO
ati1on completed with success|

s Enter to continue...:

Cloud location: The FE/FAB AZ to which protected data will be transferred.
To be chosen with care, as this may impact degraded network performances if not

The installation completes after several minutes

Please enter your Auth Code::
ation completed with success
continue...:

Winxed> _

For details on FAB region and Connection method refer to section: Service Description and FAB protection overview

. Ensure that Commvault Services are running in Windows:
+: Commvault Client Manager Service (InstanceD1) This zervice ...
o Commvault Communications Service (Instancel01)  This service ...
o Commvault Network Daemon (Instancel01) This service ...
. Ensure that your server is discovered in the FAB Backup console:

Go to the Administration / Servers section:

Servers

Mame i Agent + i Versi.

Server name Operating System Agent status

Running
Running

Running

Automatic
Automatic

Automatic

Add server v e 3

Updat.. i Actio.. i

If the server is not visible then press cntrl + F5 together, it would clear the local cache and present latest data
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Prerequisites:

e The required agent package (corresponding to the server OS and to your need)
has been downloaded from the download Center

e This downloaded agent package has been transferred to the server to protect

e The server to protect is able to communicate with the FAB central infrastructure
on https (port 443)

e An authcode has been generated for the required FE/FAB Company (see above
“authcode” section)

° Download package from the Download center, the File System Agent based upon the Linux operating system
architecture type (32 bit or 64 bit):

Download Cenfor

Pt 4 b L Lini o

- E Fa-Agent_Linuxxo4
T ) i1 Version

& edit | 1 Delats

- —r F5-Agent_LinuxiOa
Linz-a34 {1 ; :

o Run installer script (installer.sh) and choose the install options (to install or generate answer file).
. Choosing install option (1) would ask for below options and install the agent.
. FAB region to use: (Paris — Eu-west-0, Amsterdam — Eu-west-1 or Atlanta — Na-east-0) - This selection decides in

which FAB region the backup is stored for your server, it's important that the nearest geographical FAB region to your server
be chosen else backup performance is impacted.

o Connection method to FAB region: (Intermet Proxy, FE Endpoint services or Direct (Elastic IP / NAT) and provide input -
This selection decides how your server connects to FAB regions based upon the network defined on the server. See section
FAB connection architecture models for details.

o Company Auth. Code
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/ lent i

leted with success

-LI

Cloud location: The FE/FAB region to which protected data will be transferred.
To be chosen with care, as this may impact degraded network performances

Installation lasts around 3 to 4 minutes if the FW configuration is OK

o If you want to install agent on multiple servers in the same region using same connection method and don’t want to
execute this script on each server then. Choose option 2 at the first menu.
° It would ask all the options as asked in option 1 (mentioned above) but won't install the agent rather it would be

generate the silent xml file (rename-default.xml) which need to be renamed as default.xml and existing default.xml be over-
written by this new file.

o Then extracted package along with this xml file needs to be copied to all servers and then installed via the below
command.

Jsilent_install -p default.xml -authcode <your Auth Code>

° Ensure that your server is discovered in the FAB Backup console:
Go to the Administration / Servers section

Servers . Addserver v KX
Mame i Agent + i versi Poos i Updat. i Actio

If the server is not visible then press cntrl + F5 together, it would clear the local cache and present latest data
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Prerequisites:

e The FAB DB-Agent package has been downloaded from the Download Center

e This downloaded agent package has been transferred to the Oracle server to
protect

e The FAB File System agent has been installed on the Oracle server to protect

o The Oracle server to protect is able to communicate with the FAB central
infrastructure on https (port 443)

e An authcode has been generated for the required FE/FAB Company (see the
‘Authorization code” section)

e You have administrator / root privileges on the Oracle Server to protect

Download the package from the Download center to the Oracle server to protect:

o BE-fgen Wi

A Edn Dzhone

S —
Flalium DB-ngent_Lirudii
ST e —

Run the install by executing the “./cvpkgadd”
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[k] Oracle

> The installation completes after several minutes.

> To relink the Oracle SBT Library:
Change to oracle agent install location, execute the Ora_install.sh script then provide all inputs:
Oracle user, user group has to be oinstall, Oracle Home directory and user home directory

> Verify the Oracle SBT Library is correctly linked:

> Modify the permission for the group oinstall by executing /opt/commvault/Base/cvpkgehg:
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> Verify the agent installation by running commvault status
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Prerequisites:

e The required agent package (corresponding to your need) has been downloaded
from the download Center

e This downloaded agent package has been transferred to the SQL server to protect

e The SQL server to protect is able to communicate with the FAB central
infrastructure on https (port 443)

e An authcode has been generated for the required FE/FAB Company (see above
‘authcode” section)

e You have administrator privileges on the SQL Server to protect

Download package from the Download center to your MSSQL server

Download Center

Resst fitbers

DB-Agent_Winxad

faray

FEdit | fF Delets

Unzip the package onto the SQL server to protect:

Orange Business Services | File & Application Backup



B0 b BOSTEM G v Temp ¢ DB-hgess WiekEd b

&

Herme Diabe Frcscfies Type Sire

A Brantagioad A2 530 AM “1e Fodder

i fommer IEMRDEIE A File Folder

M Glohal 00 550 AW File Falcder

b ThidRaity 373/2020 530 AM Fike Foddix

ir 2naninte 52020 1Y AW APAL Dot EAEC] ]
[ Bnandnfosmidesorigton IR0 519 AW QESCRIPTICN File 1ED
E Frandlit S0 519 AW Tt Thzevarrant 1 KR
E wle S 0R0 %19 Al Applatiun 331 KR
o Lownchinstales /MBI LIDAM Applcation 120K
1 Qirstaler 220 1Y AM Applcaton L
' RoctTilesiummany IS0 519 A BN Dooumnent 1KD
o Setun ATMEITAIPKE Applcation 17,374 KR
L rien 374/2000 310 AM Tiex!l Durcwrseanil 1 KB
E WirFackages 20472020 119 &AM APAL Dot T EE

. Run the install by double clicking on the “Setup.exe”

Note: Some OS security policy might block the batch or .exe file.
In that case, right click the Setup.exe, go to properties and select unblock

Atributes:  []Readonly [ ]Hidden

Security: This file came from another computer m
and might be blocked to help protect
this computer.

. Follow the instructions in the installer according to your need, select the "add packages” and “Database / SQL Server”
options:

COMMVAULT @ -

Install Option

(7 Irustall Upclstes

% Add Padages
Repair Exeting Instance

COMMVAULT @ .

Select Packages

Microsoft Windows D Oracle
Database SQL Server
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> The installation completes after several minutes, click on “Finish”

COMMVAULT &

mstallation ard corfiguration completed successfully,

Firush

Virtual Server Agent (VSA) manages backups and restores for virtual machines or instances. The VSA is installed on
computers that can perform backup and restore operations for a specific hypervisor platform.

The VSA supports different hypervisors (currently only VMware is supported in FAB), providing custom views and parameters
for each hypervisor.

The server running the FAB VSA agent is called an Access Node ; and it needs to be deployed either within the VMware
Infrastructure as a VM or on a physical server inside your Infrastructure, able to communicate with the vCenter and ESXi
servers.

Such can be represented as follows:
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A single FAB agent on the
access node (server you
deploy in your infrastructure)

Your VMware infrastructure

hosting your VMs to protect \

No FAB agent installed on the
VMs

Your VMware Infrastructure

VSA Prerequisites:

o The VSA agent package has been downloaded and transferred to the server that
would act as access node for VM backup (see the web console section)

¢ An authcode has been generated for the required FE/FAB Company (see above
"authcode” section)

e You have a user account with required permissions to backup virtual machines

e If using Internet Proxy to connect to FAB then FAB backup proxies name resolution
should be working from the server where the VSA agent would be installed (the
access node).

o The FAB File System agent has been installed on the future Access Node

VVSA Recommendations:

e s preferred to have direct access to FAB from the access node (No Internet proxy if possible)

e The Access Node File System backup can be configured if required to secure the Access Node
itself

o With limitation due to the Network link, VSA is best suited for small sized environments to protect
(several VM)

e Access Node specification for small sized infrastructure to protect:
2 CPU cores, 16 GB RAM or 2 vCPUs / 24 GB RAM
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ABACUS on the bandwidth consumption using the FAB VSA agent:

o Backup — 4 VMs concurrently, consolidated size of 96 GB
=>» Sustained backup speed between 6 - 8 MB/s

o Restore — 1 VM, Full Restore, Size 17GB
= Average restore speed 13 MB/s

Access node using Internet Proxy, and with 100 Mbps shared Internet Link

. Download the package from the Download center on the future Access Node server:

Download Center

Ragit tHurs Q,
Version i
. VaA-Agent_Winxkd
ne G: telesne sle: fgn T 20 | PRRT Y wesinn: 11
Bl [ ! FEdit 15 Delete
mokd-un agent wdbonel .. H
. Unzip the package onto the server:

isPC » SYSTEMI(C) » Temp » VSA_Winxtd

o

Mame Date modified Type
BinaryPayload 6/11/2020 8:58 AM  File folder
Commean 6/11/2020 8:58 AM  File folder
ThirdParty 6/11/2020 &:58 AM  File folder

& Binarylnfo 6/11/2020 &:58 AM XML Document

D Binarylnfoxml.description 6/11/2020 8:58 AM  DESCRIPTION File

=| Brandlist 6/11/2020 58 AM  Text Document

[ ev7z 6/11/2020 8:38 AM  Application

&% Launchlnstaller 6/11/2020 8:38 AM  Application

(5] Qinstaller 6/11/2020 8:58 AM  Application

=] RootFilesSurmmary 6/11/2020 8:58 AM XML Document

& Setup 6/11/2020 8:59 AM  Application

version 6/11/2020 8:58 AM  Text Document

=] WinPackages

6/11/2020 8:58 AM

. Run the install by double clicking on the “Setup.exe”

XML Dacument

Size

3,199 KB
1KB
1KB
961 KB
189 KB
174 KB

1KB

17,374 KB
1KB

71KB

Note: Some OS security policy might block the batch or .exe file.

In that case, right click the Setup.exe, go to properties and select unblock

Atributes: [JRead-only  [JHidden | Advanced..

Security: This file came from another computer [

and might be blocked to help protect ghioe
this computer.

. Follow the instructions in the setup, choose the language, accept the License, then check the box Install packages on

this computer.
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@ Install packages con this computer
To install packages on this computer, administrator privileges are required.

() Create a custom package to install on a different computer

. Select the “add packages” and “Virtualization / Virtual Server” options:
COMMVAULT &)

Install Option

7 Iustall Upeistes

i Add Padages
" Repair Exsting Instance

COMMVAULT @ -
Select Packages

Microsoft Windows E Wirtual Senver
Virtuslzation |

> The installation completes after several minutes, click on “Finish”
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COMMVAULT @ -

Instaliation ard sorfiguraton completed sucosssfully.

_/

. Ensure that your server is discovered in the FAB Backup console:
Go to the Administration / Servers section:

Servers
Name / i Agent |
XXXXXX Windows File System, Virtual Server

MS Exchange agent installation

. Download package from the Download center on the Exchange server,
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Download Center

Reset filters | aQ, |
Wersion
o Apps-Agent_Winkod
: I:ij Release Date: Jan 10, 20019 023000 AW | Mersion: 11

Calegory |Crgasize] i
! FEdit | F Delete

Adceon sgend (edddonal 1]

Shovang 180 T of 1 esulls,

Platfarm

. Unzip / Un-compress the package onto the Exchange server to protect:

. Run the install by double clicking on the “Setup.exe”

is PC » MewVolume (D:) » Software » Apps_WinXed »

Mame B
BinaryPayload
Commen
ThirdParty

2| Binarylnfo

D Binarylnfo.xml.description

Brandlist

ITER=Y

.g?ﬂ Launchlinstaller

(=] Qlinstaller

2 RootFilesSummary

.g?ﬂ Setup

version

= WinPackages

Date modified

6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
b6/12/2020 6:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM
6/12/2020 &:53 PM

Type

File folder

File folder

File folder

XML Document
DESCRIPTION File
Text Document
Application
Application
Application
XML Document
Application
Text Document
XML Document

Note: Some OS security policy might block the batch or .exe file.
In that case, right click the Setup.exe, go to properties and select unblock

Attributes: [JRead-only [ ]Hidden | Advanced..

Security: This file came from another computer [

and might be blocked to help protect ,EEIOCK
this computer.

. Follow the instructions in the installer according to your need, select the “add packages” and “Applications / Exchange”
options:
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COMMVAULT @ -
Install Option

(7 Install Upcistes

® Add Packages
" Repair Ewsting Instance

COMMVAULT @ -

Select Packages

Microsoft Windows

1

> The installation completes after several minutes, click on “Finish”

FAB Configuration

This chapter details all configurations editable within FAB.

Agent Management

Add a new agent to an existing device

You may require adding a different agent to a device already backed up in FAB.
To do so simply follow the agent installation procedure described in section FAE Deployment / Agent installation,
Installing a new FAB agent has no impact on any already existing ones.
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If you wish to remove a FAB agent from a device, you only need to uninstall it.
Connect to the FAB Backup console and go to the Administration / Servers section

[ ]
. Find the device for which you wish to add a remove agent and click on its name
Environment Meeds attention
I RVEF NAS FILERS DATABASE SERVERS M5 CLOUD AFFS _—
KX KX 2 XXX SERVERS IS
Servers add galeway  Addserver LR
Mame I Agent f wersion i os ! Updatestatus 1 Actions H
e LRere g! 1§ h@emil la E\I
o Click on the More actions button in the top right corner
& package Add software (_/
o and Uninstall Software
nackage Add software .f_T“_]
Check readiness
Release license
Send logs
Uninstall software
Update software
. Select the correct agent to remove in the select menu and click on ok

Uninstall software

Sl bl packapes) o Click to sElpet

urinztal
o Salectal = Solodc reve

Flia Systam

Fili Sy=tem Lore

. Then click on uninstall

Note: All backups made with an agent will not be deleted after uninstalling this agent. Recovery points will

remain available during the whole backup retention period.
However, restoring to a different location will be required, as the source agent will not be available anymore.
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It is not required of you to organize your agents updates.
Those are pushed automatically, on a weekly basis (on Sundays), by the FAB infrastructure directly.

However, you still have the possibility to follow up your FAB protection agents update status from the FAB Backup console,
Check the agents’ status in the Administration / Servers section:;

Servers

Wrdown e Sabern

If you require to update a deployed agent yourself:
Connect to the FAB Backup console, and go to the Administration / Servers section.
Select the required agent to update and click on the More actions button

Servers

Name Type

BEXOOOXX Windows File System
BEX0O00K Windows File System
BEXOONX Windows Flle System

Click on Update software

Configured Version

11 5#14 HPKS

11 SP14 HPKT+

11 5P14 HPKT+

whp

whup

g

wakl e T RO e

Add servery  Add gateway

s Update status Backup  Restore Actions =
windows Server 2016 Standard Needs update Backup Restore
Windows Server 2016 Standard Up to date Backup Restore
Windows Server 2016 Standard Up to date Backup Restore

Add sorverT Add gataeay

Restors: Artians
Reshors i,
Restog S saltmare

Orvack rasdivass
1
Jobs

Reloase lloonse

Reton

e lopr
Unwrdal wu'lmagy

Lpdats softidis

Check the Reboot if required checkbox if you will, and Click on Yes to finalize

EConfirm software update x

Are you sure you want to update the software for ecs-demo 7

Reboot if required

Click on View job detalls for further details

-
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EConfirm scftware update

Job started successfully - Job Iixxxxxx0
View job details

o In the active jobs you can find the installation status :

The update job should take a few minutes

In order to run, a backup must be defined specific parameters:
. Backup Plan:

o Schedule
o Storage location
o Data retention
. Subclient:
o Content
o Exclusions and/or Exceptions

Note: All plans share the following schedule policy:
Daily incremental backups on weekdays in the backup window: 8PM to
8AM GMT+1
Weekly Full backups during the weekend
Database backup logs every 4 hours

FAB offers various Backup levels used depending on the scenario:

o Full: A Full backup includes everything defined in the backup content of the backed up Subclient. The first backup of a
subclient is always a Full backup.

o Synthetic Full: A Full backup built on the backend with all differential/incremental backups since the last Full backup. A
synthetic Full does not require interactions with the FAB agent and has no impact on the backed up device. However, a
synthetic full backup does not include the files modified since the last backup.

o Incremental: An incremental backup includes every data modified since the last Full or Incremental backup.

o Differential: A differential backup includes every data modified since the last Full backup only.

o Transaction Log: Only for DB agents, the transaction log is the DB backup log. It includes all committed and
uncommitted transactions. A new DB log file is generated.
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In FAB, Backups are presented in Backup sets for a type of agent, allowing the association of Backup Plans with Subclients
on various configurations for each agent and each device.

. A protected device may get several agents (File System, Database, Apps)
. Each agent may contain several backup sets

Each backup set may associate various subclients (content, exclusions and possible exceptions) with backup Plans
(schedule & storage policies)

Note: Backup Plans are pre-configured in FAB

Such can be represented the following way:

Editable
Backup Set... Backup Set ~
Subclient Subclient/
Backup Set...
E Backup Content E Backup Content
% v L_//
FAB Agent x Backup Exclusions x Backup Exclusions
| ]
ais Built-in Plans

~ preconfigured in FAB

o)
)
o
=
c
T
)
)
S

device

©)

Backup schedule

o
=

Protected

Backup Storage

FAB Agent

[ _mes]
Fa- Backup Set

Subclient Subclient

Backup Exclusions Backup Exclusions

E Backup Content E Backup Content
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By design, when adding a new FS agent to your FAB organization, a default Backup set is created containing a single Default
subclient, and associating it with the default Plan set on your Organization.

Such allows every new FS agents to backup every file on your device without any specific configuration to bring. But these
default configurations (backup set and subclient) may be modified as you see fit, or you may add other subclients to your
backup set in order to comply with your Company protection strategy.

To add/edit a backup set:
Note: Make sure you have selected your Company (see
section)
. Connect to the FAB Backup console, Administration / Servers section:;
. Select the device for which you wish to modify the backup:

Servers A servery A gty

. Select the desired agent type for this device (File System, Database, Apps)

Agenly
Topet = Cordzined irerall e
Argmiaz 5 T AR R AW
. In the top right corner, click on Add backup set to add one, or click on the existing backup set to edit it

Hackup sats £ bk o

o M A T T R A

FE MR T PR

b LINRE L L s DT O TR

. For editing an existing backup set, click on edit, to define its backup Plan, select the backup Plan to associate and click
onv
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Agent

Hie System

FE-UNIVERSAL-7days-PARIS Ed\

Default backup set

Plan

FE-LINIVERSAL-Tdays-PARL. = » »

" FE-LUINIVERSAL-Tdays-PARIS

Server

' 4

Or 25 s usribsai f Copdies I | Assodiated

- 34 hours | Mumissr of copies 7 | Axnciamed
FE-LINIVERSAL-14days-PARIS

FE-LINIVERSAL-14days-PARIS + AMS,

Note: Depending on the agent, adding a backup set may automatically create a Default subclient

If required the any server backup / restore activity can be disabled either temporarily or till the time you enable back the activity

manually.
To disable/enable a server activity:

. Connect to the FAB Backup console, Administration / Servers section:;
. Select the device for which you wish to modify the activity:
Servers Addservocw A ptewy

. Click on the Configuration
Cresrvi e Canfiguration
Servers
XXXXXX
. Slide toggle bar to disable the Data backup or Data restore.
TR Coetfgrar en
S
XXXXXX Vel worus e ki
Security B Activity centrol /
Al s Curs b ‘

Trosizhs! T enzls [y e
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. Click Enable after a delay to auto enable backup/restore after certain duration, choose the desired delay period or

create custom.

Dwervies Configuration

Sarsan

XXXXXX

Security
Faa alrAm

KO rasdel atains dEfingd o 5

Lo I heTiec oo aton

Privacy

WView jobs  Genermne packege

e Activity contral
I Frais wtue n i

- ...
1 hnur
£hours
Administration A
zrage Windows OF updapes W 1Inoars

vt ). Srrmar gt FRLLY
Custom

In order to modify a backup content, add or remove exclusions, create file exclusion exceptions, or modify a Backup Plan to a

given set of files, you may add or edit subclients:

. Connect to the FAB Backup console, Administration / Servers section:;
. Select the device for which you wish to modify the backup:
Servers Aoy A gty

XX Windows Fie System
oooox Windows Fie System

XXXXXX Windows Fie System

. Select the desired agent type for this device (File System, Database, Apps)

fpenky
Tipe = iz irtal e
Airgymins o VT, AR A
. Click on the backup set to edit
Backup ssts saba backup 5w
E
. Select the subclient to edit, or click on Add subclient in the top right comer, to create a new one
Subclients
R mrr b v e I Mmsupees Pt e s Poruridasd 5 Al
dafauk Fab 14, 143 AW EDT2GE aAlco=me~in Mo meclud w oo 'E)
or
dEfau|tBackupSE‘t fudd subchent Aestore histoey  Backup hislory
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o

If creation, inform a Subclient name, determine the Backup Plan configuration required (disabled to keep the backup
set default config), define the Content and possible Exclusions and/or Exceptions, and click on Save as follows

Add subclient

Backup content

.......

-

Browse MpErsonate Lser

£ m

Note: You may edit a subclient content (+ exceptions and exclusions) by clicking on Edit in its
Content frame (in the subclient detail sheet)

Content
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Prerequisites:
The FAB Exchange agent is installed on all nodes

In the FAB Backup console, go to the Solutions / Applications / Exchange section
Click on Add and then select Exchange Database

Exchange Ada

XXXXXX

Server name Test-Exchange
Plan FE-UNIVERSAL Tdays-PARIS -
AL domain narme XXXXXX
LIsernams administrator
Fassward LT T T T T T
H
XXXXXX
Exchangs wersios Exchange 2016
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Add Exchange Database o

SETVEr MNarme XXXXXXXX

Plan FE-UNIVERSAL- Tdays-PARIS
AD domain name XXXXXXXX

Lisermame Administrator

Password Y TTTY T TTTTITIIIT

H Access node for DAG discovery

XXXXXXXXXXXXXXX
DAG senvers XXXXXXXXXXXXXXX -
Member servers XXX XXXX -
E '\.'.'|'I-'I"I:-':i" Viersaon Exchange 2016 -
[
. In the DAG servers list, select a DAG with an available member server
. In the Member servers list, select a member server, and then click on OK
Add Mailboxes to backup:
° Go to the FAB Backup console, Solutions / Applications / Exchange section
o Click on the Exchange server
Exchange agar R¥
Wame f Type ! Mallbaxesa I application=. £ Last|ch runtime £ Soruer plan
XXXXXX Exrhiangs Datak... Ul SERAZCE ek 15 2000, S08:A47 PM FE-SEMVER-1A0y-Ehio
. In the Subclients section, click on the subclient
T
Subclients l
Rame = a5t bBackup Himes Last backup sizn Artinns L
default bl 16, BOE4Z FM L1 H
. In the Content section, click on Edit
Content Edt
Micrusafl Informabion Stere\Ca FCMCO00E
Miusoft Intommation StaretCWCFEMOS00Z
My HIHEE TH L] Y JALHE RN
Wiy rire b Lores VTt thy sl s
o Select the databases to backup
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Subclient content o

Choi selected

Database
W wicrosaft Infarmatizn SteredXXXOXKK
w Wicrosoft Infarmation SteraIXOOOKX
W Wcrosoft Infarmation SEereiiX XXX XX
W kiCrosoft Information Steret] XXXXXX

o Click on Save
o In the Server details section, click on Edit
Server details Lot
o Select Backup from passive copy in the DAG options
Server details &
server seberction @ automatic Manual
DaG apticns Bd Eackup from passive copy
Backup from acthve copy If no passive copy |5 avallabie
Use last adiatllon prefencnds 1o 521l passhie Copy
o Click on Save
o In the Settings section, enable Optimize for message level recovery
Settings el
-y
Prerequisites:
o This Access Node (on which the FAB VSA agent is installed) must be able to reach the
vCenter on port 443 and all required ESXi servers on ports 443 and 902
e The VMs to protect have up-to-date VM tools installed
o In the FAB Backup console, go to the Solutions / Virtualization section

. Click on Add hypervisor in the Hypervisors tab
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Hypervisors VM groups Virtual machines -

&

Hypervisors (al
Name * i Vendor i Actions

= XXXXXX VMware vCenter O]

Solpct wordor ] =
o
e 1 [P addr
"
Ttk
B (T
! Orache Chowd Clacs
Usemam Oracie Chowd Infrastruchure

i

FETTATINT Red Hat Cpanchift

Provide the vCenter Hostname, Hypervisor display name (a display name, can be anything), Username and Password, and
Access node (server with FAB VSA agent installed would be automatically selected).

Add hypervisor e

Select vendor VMware vCenter v

Vcenter server name XXXXXX

Hypervisor display name XXXXXX

Username

Password

Access node XXXXXX -

o Go to the VM groups menu, and click on Add VM group

Ispreratsurs W g Wrlud matkines b e
WM groups (s B 5 b
Mare T Eowminka I Fhpareua I Han H" T
XXXXXX Vil XXXXXX XXXXXX I =
o In the Add VM group window, choose the Hypervisor that was added in previous steps. Provide a Name (any name). In

the Browse and select VMis there are several options to help you select your VMs to protect from your VMware
infrastructure. Check the boxes next the the VMSs to protect
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Add VM group e

Hypervisors XXIXXXX -
Name
Browse and select VMs Hosts and clusters -

Selectall  Clear all
EABKPLABDatacenter
dhBKPLABCluster

Backup configuration

" Use backup plan

Plan XXXXXX -
Cancel Save
o Select the Plan to associate the this backup from the dropdown list based upon the region where your server / vCenter

is located

Note: The Plan will determine where to store your data.
It is recommended to take extra attention in determining the data location (see Backup plans
description section) as it may cause degraded performances

. Click on Save

VMware tool is by default used for taking application consistent backup, but to provide granular application level recovery this
needs to be modified.

. In the FAB Backup console, go to the Solutions / Applications / Virtualization section

o Go to the VM groups menu, and click on the configured VM group (see VMware backup Configuration section for
configuring it)

o then go to the Configuration tab and click on edit under the Settings frame
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Settings it
-

5

Ale systern and application
ConEistant

Aukn

o In the Edit settings window...

Edit settings

W, of readers 5 -

Wrtuad maching hackup bpe

Applizalivn fwdre
' Fpication dlug-is o s e Vi

aranulor applaan e ssoeesabiit
@ Al system and application consistent

{Weeds yiWare Tooks installed)

Utnaza femska Lo e Tunm o cursve Lo of Bee Tl spaion ad spphieabon.,

0 ks 8 R Backop o the sirmusl marhies.

Irarspuort e lur Vidadre Ao -
@l natastars fresspare chork

Catastore Mreespace required 10 cafll }

o ...Select the appropriate option:

It quiesces the application, flushes its memory, and completes pending writes, then creates a software
snapshot of application data. After the software snapshot is created, the application resumes

Note: This option is supported on Windows VMs (and some Linux)

Selecting this option requires to set guest credentials by clicking on the key symbol

Edit settings Set guest credentlals

Mo of readers 5

Wirfiaal machine hackup npe

dicarian Asare O

s ) cation: plug-ns be aswat the Yidual Semver Ager: quiscieg end provdicg
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Prerequisite: The FAB Oracle agent has been installed on the Oracle server to protect as instructed

in section Oracle agent installation

o In the FAB Backup console, go to the Solutions / Databases / DB Instances section and Click on the DB instance (the
instance is automatically discovered once the agent correctly installed, if not, follow the instructions detailed 3 steps here

below)
Instances Databases Instant clones
—
Instances (a ) 0 1 0
Name i Server ! i tabase eng pt
[T— XXXXXX radle Ready Never backed uf ot
. Click on edit under the General section in the Overview page

Select the Backup Plan (see the Backup Plans description section) to use for the backup of this Oracle environment,

[ ]

and provide the connection credentials, then click on Save
Madify instance details
Urecle 510 [
Hlar Ho-UMIWEHS AL Adays FARES *
Oracle hame ol fappioracheiproducte 2 dh Browss
Cannedt SipAR
fmman ! Passeor =

Lse catalng connesct
Advanced w
O% user rignme arade
HE_AD kAR [alies [Optians bruwmes
. If the Instance is not automatically discovered, click on Add instance and provide the details.
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Mew oracle instance

SErver FlATTE XXXXXX -
Oiracle SID n
Plan FE-UNMVERSAL-7days-PARIS -
orade home Al fapgdarscledpraducts 1 220db Browse

|l tpfie
fI&n B R LR -

Lkse catalog cormect

Prerequisites:
The FAB MS-SQL agent is installed on node

Ensure that your server is discovered in the FAB Backup console:
Go to the Solutions / Databases / SQL servers section:

Instances Databases Instant clones — - g»

Instances ]
Name * i Versior i Server i Status i Number Of i SLA i Plan i Actior
XXXX 10.0.1600.22 XXXX Ready 0 FE-UNIVERSAL-7days-PA ©)

If the instance is not detected after the installation, or if the user account for the SQL service is not the local system
account, then, in the Solutions / Databases / SQL Server section, click on “Add Instance” :

Instancss Databases nstant clones &ddd Imstance aAdd Sereer

Select the Server and the SQL instance, define the credentials required, and click on the Add button:
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Add instance

Server name Select a server name
SOL Server instance -

@ use local system account mpersonate user

Prerequisites:
e Connection through Azure Active Directory exclusively

e Exchange Online service account with global administrator role
e  Multi-Factor Authentication must be disabled on your O365 environment

. In the FAB Backup console, go to the Solutions / Office 365 section
. Click on Add Office 365 App
Office 365 apps Add Office 365 app

. In the Add Office 365 app window, provide the application Name (pseudo name to identify this Exchange online
application with all its mailboxes)

. It's mandatory to select the FE-0365-Server-Plan plan from the drop down list in Server plan

. Input Exchange Online Administrator name and Password, Once done Click on Create Azure AD app
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Exchange Online

Savka TEe Curtargs Huine .

Hure [3 N .

AR A FIT 12 DT -
- >

E4charge connsmien so0irgs

GzEn ddrinhramr e pcoourron ke 2o o £
N —
e
. A Microsoft Azure authentication window pops up. Enter your admin credentials to authorize the app.
¢ aringe-Bilsinesiom ‘ - @ g e

@ Sign in to your account - Mozilla Firefox (Private Browsing) ~ — o X

_ O a . clcoerisptubacisi : = =

2= Microsoft
Name Demoz-365
Signin

Server plan FE-0365-Schedule-PlLar

Next
Exchange connection settings -

Region
Global Administrator

J0DCOOETVNNK. XK

Azure AD app fed7e341-b7cd-4e80d-895b-e4fbef1698b2
v

Authorize now

. Click on Accept and then Save the Exchange Online wizard

Exchange Online
B® Microsoft

oo RO VK
ver pl. FE hedule-PLan Permissions requested
| Review for your organization Name

Name Demoz-365

' CommvaultALOCreated2020110T0750446682

| s Server plar

l This appiication is not published by Microsoft

Exchange connection settings

£xchange connection settings
Wead and wete |

Fead and wrte o

Authorize e nem ) -

o An new app in Solutions / Office 365 and a new server resource in Administration / Servers are now created with
the name of the Exchange client you specified in the wizard
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Once the Exchange online client is created, each user mailbox (or Azure group) needs to be associated with a subclient and
an Exchange plan assigned.

. In the FAB Backup console, Solutions / Office 365 section, select the MS 365 App name of the mailbox to protect,
click on the App name

Office 365 apps
App name ! Service type f  Application Size
365-demo Exchange Online 0B

) Select the Mailboxes section (top right corner) and Click Add Mailbox

L=, B

dun U s maasfales e
365-dema [T T T R -
P I SNTF addiim I Par I wbxcops © Froommed umd I Walzzomoe
. In the Add Mailbox window, Select the user mailboxes and Choose the desired Exchange plan accordingly then click
on Save,
Add Mailbox
Exchange plan Select an exchange mailbox plan -
. FE-0365-1095days-PARIS
Select mailboxes FE-0365-180days-PARIS
_ FE-0365-355days-PARIS
Display name FE-0365-90days-PARIS
B oooooo oo HOOOOOUEDOOOOL 0000 .
Demo FAB demofab@Ro0oo 20000
Cancel Save
Note: All mailboxes configured on the same plan will share the same backup configuration (backup
retention period and location). For using different configurations, you must use different plans on the
mailboxes.
. (Optional) AD Groups can be added so that any new user's mailbox can be automatically backed up with the retention
set on the group.
. In the FAB Backup console, Solutions / Office 365 click on the App name
Office 365 apps
AP name I Service yps i application Size
355-demo Exchange Qnling o8
. Click on Auto Discover Associations

e S aem ¥ S G AT AR S

3b5-demo AR I

Orange Business Services | File & Application Backup m




. Click on Add AD group

OEC = Kaleva LT TIRUP RS DR S SN L
365-demao Biogar 0
e Taze i Fln
Allhers e Walzae Ma plat b amnocu e
A 1343 Lroup Ma R ALUES Lo Mo pha b e les
LALFSEERRT = S HY ALL UL L GRS M2 pha 7 o e ez
. In the Add AD group window Select the groups sharing the same backup retention requirements
and Choose the desired Exchange plan accordingly, then click on Save
Add AD group
Exchange plan Select an exchange mailbox plan -
FE-0365-1095days-PARIS
Sele':t AD grOUpS FE-0365-180days-PARIS
FE-0365-385days-PARIS
ADEroup Mame | cr (385 g0days-PARIS
Documents "
NrammabCr AV D
Notes:

e Disabled mailboxes don't consume any FAB frontend backup license.
e No backup job will run on a disabled mailbox backup
e Browse and restore operations remain available on backups ran before disabling

. In the FAB Backup console, Solutions / Office 365 section, click on the App name hosting the mailbox to disable
. Select the user mailoox to disable and click * then select Manage
O W loawes Auto Discoreer Asscolatons
365 dErTID Pemerw  Pud jobss ! Bt PMaibize o
Warage
Fams b OSATP acdness : Flan P oMalboxfype i Frocesseduh E =
Doz gane
.1 Francs MICOCCKE 6 SRR R L G- TH0days: FART: Lemrhialies Mo 17 2020, 1:3705 AW 3T N
. In the Edit association window, enable the Disable Archiving option and then click Save
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Exchange plan B2 03RS By PREIS

s plary i Fearak

SMTF addr TR Jacai i NI M IR

Disabile Archising »

[neide suta Sisoosser

Note: Deleting the MS 365 App removes within 24hrs all the mailbox backups currently in retention for that app

To remove the whole MS 365 Exchange online application:

. In the FAB Backup console, Administration / Servers section,
. Click Action * against the Exchange online App / client name and click Retire

Servers \ Search

Marme * Eoagend ERTE R o

FEL-Oom Earriigps Wedlaw 0T 02 2ba AN

el 1 minDiras Fis Symem CERVEHPESS  AIND0ws Server 2iA2 .
. Click Yes when asked to confirm data deletion.

& Confirm retire client *

Retire will release licenses and uninstall software on the client.
If the client has no backup data, then the client is permanently deleted
from the database.

Do you want to continue? /
. -

. Then Click on the Exchange online App / client name, in the client Overview page click on the more action button
* and select Delete.
Criprad e Canfigration
earewry
365-cermo Ve phn Lensraie packege  [1)
Redine
\ Cherk readimers

General Server groups -

SEPUET name 3E5-TEmia EXD Reca g

Hat Fiarme Wh-cmmn Send kags

. Confirm the Exchange online App / client deletion by clicking Yes

dairl wemasr W ﬁ

R TP TYPOPY VR

Pl opibatic

Pl ppobLack:

LTSNS
]
Eaaicra

Backup
W e
Huec

Chad: wad res

Serd lage
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& Confirm delete client

Are you sure you want to delete 365-demo 7

Backups and Restore operations may be processed manually.

This chapter describes you how, for each case.

. In the FAB Backup console, Solutions / File Servers section, select the server you wish to back up and click on the

Actions button

i updastestaus i Actlons
‘20165tand...  Needs update Update software
Uninstall software
20165tand...  Meeds update
Release license
Erprise Heecs upxiale Check readiness
send logs
Restore
Backup
|ohs
Add software
. Click on backup
. Select the backup level (see backup definition section) and press Ok

Select backup level

Subclient or instance being backed up : default

Backup level

Full
@ Incremental

Synthetic full

. if you need more details, click on the view job details link and then on the job ID

@ Backup started for job {0} 74582
Is
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Active jobs wr

Jobid + i Operation i Server i Agenttype i Subciene i Server group i Sae i Start 3 Bapsed i Progress
74582 Backup. BS-OCDBEMO XXX file System defaut OCBO001 743, QXXX \pr & 227:07 PM 52 sec
Active jobs =
Job 74582 - [Backup] Wil Suspend
Job summary Job details
Badup 80
Incremental Windows File System
Backup defaultBackupSat
Walting fedia agent ibiaef XXXXXX
. 5% s
ecs-ache OOXXX Osec
default A
168 No
Apr 4, 2019 22707 PM
Interactive
Unavallable
Events aiv
Severity Event ID Date Program Computer Event code Description "

Hio events found

Note: You may control the job from this page, in the top right corner

To perform a manual backup of your Exchange Database (DAG):

. In the FAB Backup console, under the Solutions / Applications / Exchange section, click on the Exchange Database
you wish to manually backup

Exchange Ao K
Hame 1 i Type i Mallboxesa.. 0 Applicafionis.. £ Last|oh nmfime § Serurrplan H
XXXXXX Fxrhange Datah.,, 4 SRE.A3OR Frh 15 2020, B08:A47 PM TE-SEAVER-14D0y-SW0s
. In the Subclients section, find the subclient you wish to backup, and click on the action
) HesIore ailling LN Messages A subchien
Subclients
Name a Last backup tima Last backup siza Acions
default Feb 16, §:08:£2 Fid 641 GE

\

. Click on Backup

-~
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Backup

| Hatiug hisbory
Hestore dalabase
Rrstore histony

REstore messages

. Select the backup level (see section) you wish to run then press Ok

Backup options

Backup bevel
Full

(& Incremental

. If you require further details, click on the View job details link

Backup started for job {0} 74582

View job details

To perform a manual backup of your VMs (groups):

. In the FAB Backup console, under the Solutions / Virtualization section, click on the VIVl groups tab, from there select
the group you wish to manually backup and click on the Actions button and click on Back up

Plar 2 Achons

e - lenl-Linwe re b AL T4LTRAERA ':.-':-:
walors

Vew |oos
Bonk g

Comrigure replicaton

. Select the required backup level (see the Backup Definitions section) and press Ok

Select backup level

Full
@ Incremental

Synthetic full

When the job completes, notify me via email

. For further detalils, click on the view job details link and then on the job 1D
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To perform a manual backup of individual VM:

. In the FAB Backup console, under the Solutions / Virtualization section, click on the Virtual machines tab, from there

select the VM you wish to manually backup and click on its associated Actions button

. Click on Back up

Actions

®

Restore

View jobs

Back up

View active mounts
Configure replication

Do not backup

. Select the backup level (see the Backup Definitions section) and press Ok

Select backup level

Full

@ Incremental

Synthetic full

When the job completes, notify me via email

. For further detalils, click on the view job details link and then on the job 1D

. In the FAB Backup console, Solutions / Databases / SQL Server section

. Find the required DB Instance to backup and click on the Actions button
Instances Databases Instant clones

Instances
I ¥ersion

Mame T

FEOOOOOK 14,01 000155

. Click on Backup

I Server

XXXXXX

£ ostatus i MWumherQf. i slA § Plan

Reardy i
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@

Backup

Restors

. Select the required backup level (see backup definition section) and press OK

Note:

Select backup level

Backup lesel
® nua
Trarsartion kg

Orferertis

A transaction log backup operation backs up the transaction logs that contain records of all the committed

and uncommitted transactions.

o Dirty pages are excluded during a transaction log backup operation

e This backup is consistent and contains only the new changes since the last full or transaction log
backup

e After a database failure, you can run the transaction log backup to recover data to the point of failure

e You cannot perform a point-in-time restore from a full or a differential backup alone

e During a transaction log restore operation, if dirty pages are included, the completed transaction rolls
forward. Any incomplete transaction that occurs during the time of the transaction log backup rolls
back during the transaction log restore operation

. if you require further details, click on View job details link

Active jobs -

74589

@ Backup started for job 74589

: Operaton : Server i Agenttype i Subckent i Server group i Sue i Start i Bapsed i Progress

Backup XXXXXX SQL Server default 00X
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Active jobs >

Job 74589 - [Backup]

Job summary

7a569

XXXXXX

default

Events arv

0 314133

Viewlogs  Send logs

Job details

SQU Server
XKXXXX u

XXXHXX

Computer

XXXXXX

Note: You may control the job from this page, in the top right corner

To perform a manual backup of your Oracle Instance:

[ ]
manually backup
Instances Databases
Instances Ca -1
Mame Seresr T
XXXXXX XXXXXX
[ )
Subclients
Mame T
ArchiveLog
defauh
. Select the backup level (see the

In the Subclients section, select the subclient you wish to backup, and click on Backup

Instant clones

0 a

Database erg.. Status Last backup time Sire Sl

Oracie Aearky Jum 13, 2000 4R P 592 GR PRt

Barkup  Backup histary

Latest backiip time Man

Jun 12, 2020 24611 PM FE-JNIVERSAL-Thays-FARIS

FELINIVERSAL - S lays-PARDS

Mever backed up

section) you wish to run then press Ok

Backup options

Backup laval
Full

® Incrermental

For further detalls, click on the View job details link

@ Backup started for job {0} 74582

Flan

Wil Suspend

In the FAB Backup console, under the Solutions / Databases / DB Instances section, click on the Database Instance to

FE-LINIVFRRAL-...

Acki subcliem
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To perform a manual MS 365 mailbox backup:

. In the FAB Backup console, Solutions / Office 365 section, select the App / Exchange client name
. Select the mailbox to back up, click on Run jobs then click Backup

el bawes Ao Disoaver dsmod

aﬁS'dE‘mU RBestne P : A Mzibes
Earoup

KT i ENTTF addres i Fln i Maloosgpe £ Processedun —— bewsze
] Franck ¥ FE-DREE Biddays PREIE Lbs b o e 11 D020, 151 4015 ARA BEAT KB
. For further details, click on the view job details link and then on the job 1D
. (Optional) You may want to run the backup on a whole AD group:
. In the FAB Backup console, Solutions / Office 365 click on the App name
Office 365 apps
App name I Service type i Application Size
355.demo Euchange Onling o8
. Click on Auto Discover Associations
a0 g Weibzes A Distver o
Ab5-demo VT SR -]
. Select the AD group you want to backup and click on Run jobs then Backup
365-demno m Wosy  ArdaDgmp B
Eiagp
Kame I Type i Pen
Al CARS Grmap Mal brae B ISR Leroaye Maz g pmed
M AR RTe ALLEUIL AL RS N Ered
.} IspoumeEn A0 Group FC763 Sy FEFLS
° For further detalls, click on the view job details link and then on the job ID
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A restore operation is the way to lookup into the backup content and restore Files/Folders, Databases, or Applications at a
given Recovery point, determined by the backup runs.

Note: Restores are only possible when backups have run

This chapter develops the Restores within FAB for each possibility offered.

There are 2 options for restoring data:

1- Restore the latest backup (by default)
2- Restore to a specific date

“Restore the latest backup” being the default option, the following section is to describe how to select a different point in time;
and therefore how to restore to a different date:

During any restore process (detailed in following sections), you will access the Backup content page:

. Develop the Show latest backup menu

Backup content

@ Show latest backup

H Show latest backup
default defautt Shgnw backup as of a specilic date
ISwsiem Shaiel Fame Si22  show backup for a date range M
o Select the Show backup as of a specific date option if you know the date to restore to

] Select the date and press OK
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To time

< April 2019 »

Sun Mon Tue Wed Thu Fri Sat

01 0z 03 “ 0s 06

o7 03 09 10 11 12 13

14 15 16 17 13 19 20

21 22 23 24 25 28 27
28 29 30

02 ° 53 | BM

Select the Show backup for a date range option if you don’t know the date to restore to

From time

4 April 2019 >
Sun Mon Tue Wed Thu Fri Sat
01 02 03 “ 05 08
o7 08 09 10 1 12 13
14 15 18 17 12 19 20
21 22 23 24 25 26 27

28 29 30

02 ° 54 PM

To time

< April 2019 >
sun Wan Tue Wed Thu Fri Sat
01 02 03 “ 05 08
o7 0@ 08 10 11 12 13
14 15 16 17 18 19 20
Pl 2z 23 24 25 28 27

28 25 30

02 ° 54 PM

Select the date range for the restore and press OK
Then follow the restore process detailed below
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In the FAB Backup console, Solutions / Servers section, determine the server on which the concemed files/folders
were backed up, and click on the actions button

Servers

AdS werver e  As gstewny

e

FIA-ETO000X Wincow Fie Syven O LB Rackp Bruscer
SRR TRRXOOOXX Windown Rl Syvoen 1P 0168

o date Bechus Fwatotw
PR OOOXK Windown Fie yem

Bachus Fratcer

. Click on Restore

O]

Restore
Associate plan
Backup

Jobs

Update software
Uninstall software
Release license

Check readiness

Send logs
The backup content page opens:
. Select the desired recovery point (see chapter * ” for further detail on the date & time selection)
. Select the content to restore by checking the required boxes, and click on restore

Backup content

Aestofe (=) Showlatestbatkup v

E
default - 0 Temp
default
- MWome Sirp Rnctfied Time
Note: You may restore a complete folder, or select each file required
. Select the Restore Options and click on Submit to initiate the Restore
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Notes:

Restore options

Destination client XXXXXX

Restore data instead of stub
& restore to original folder

Destination path

Unconditionally overwrite if it already exists

I Impersonate user

By default, the “Restore to original folder” option box is checked
Files may be restored to a different path or a different device by
choosing the destination client and Destination path

you can overwrite existing ones by checking the box
“‘Unconditionally overwrite if it already exists”

If you require further details, click on the View jobs link

quested - Job ID: 74550

In the FAB Backup console, Solutions / Applications / Exchange section, click on the Exchange Database you wish to

restore
Exchange
Hame T

XXXXXX

Addw ER

Type P Mailboxesa.. 3 Agplcations.. | Lastjob runtime ! Sapver plan

Exchange Datab. 4 LSESEY GH Feh 1B 2020, BDE:43 PM FE-SERVER-14Day-Eies_

In the Subclients section, click on the subclient to restore

Subclisnts

Mame

XXXXXX

Restore offiine D3 messages  Add subdlent

Last backup dme Larst backup slze ACTOnRS

Felt 16, 8i06:42 PM 641 GB
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. In the Subclient page, click on Restore database

XXXXXX Restare messages Restare database Rarkup history Restore histary
Summary Plan Fait
. In the Backup content section, select the desired recovery point (see chapter “ " for further detail on the

date & time selection)

. Then select the content to restore by checking the corresponding box and click on Restore

kedd g e XXXXXX
Eackup content

et n defmax! Vieazkisfarredzt on
lerzreds nfz-Ta: or Siace Harre
XXXXXX 1312528
XXXXXX 1272538
XXXXXX 12650
The restore job starts
. If you require further details, click on the View jobs link

@ Restore requested - job 10: 74594

To perform a manual restore of a single VM:

. In the FAB Backup console, under the Solutions / Virtualization section, click on the Virtual machines tab
. from there click on the VM name you wish to restore
. Select the recovery point amongst the available backup occurrences ready for restore and then click Restore
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Vel macbeag

XXXXXX
D Confguration Bazk =l
summary Recovery point
e XXXXXX
€ hpix
Wl prg XXXXXX
o] L e u F sl
Ve 11787
n w -] (]

Kirmesft $indmaes Sereer 117 (T4 5hy

" " W o * : 1
W e mGn
Flan Tt inkes sl 70 TADAMA SR

AP At Proected

mReT ReTaRTy poine Aped 3030 170N AR - - - - .
Cliir=r reciwery o Ape 1 FNIN 1T AR

Em
. In the Select restore type window, click on the required restore type

Each option is described below to guide you in the selection process:

Select restore type

‘uest flles
St o iz s ma usas L vt | i c b Lo K Tiba systam of o socais noda o gl dhasl

i_"l Wirtual machine fles

st wir sl rschios conFgurati on end YRDK fiks 1o e Thesystem of e dcces sode

n  Altach disk La eakLing VM

Ly Samnee wikidus] VR DE files m e dacasmrs of an B hoer s amach thes TR w0 a0 suisting vimmusl machines

| Full wirtual machine
Semnee roempkere vimsl machines dlreely e darssoer of hoes
= Live recovery
u Hecover and mart  vraal machine from bedoep whis @ full reatcrs (N Erogre

% Live mount
[P =
!‘ BT %un w virbual machins chrecily from s zbored Backup for that WM.

Guest files:

Restore files or folders from a virtual machine either to the original VM or to another one.

Note: Windows VSA server can only restore windows VM files

. In the restore window, browse and select the files or folders to restore and click Restore
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Whla © XXXXXX | Gk il

Restore

Rariore

XXXXXX L

XXXXXX
Welumel
ERaoyche Bin
Documencs and Secings
Pegmse
o | Perfloge

Program Fles
Program Fles [x35)

ProgramDina

o In the restore to window, choose My VM (to restore to original server) or other VM (to restore to another VM) or Guest
agent (to restore to the VSA Access Node), and provide the user credentials for that server. Then click Submit

Option to restore Option to restore

Option to restore to the another e to the VSA
to the original server Access node XXXXXX - Access Node
server Destination hypervisor

XXXXXX

Restore to

Wyl [FECET O

ASCESS nads XXXXXX [ - DAE5LineaLio XXXXXX

XXXXXX persanape wser joodonal
wirtual machine login Inernams

virtual machine login
Feesmward

Isername
assword Pai [t

ricand doraky cesrarte B i alnes dy evioe

Unoanakionaly cesswe e Tirairessy oS Incanditionally overwrite if it aiready exists

° The restore job starts. For further details, click on the View jobs link.

Restore VMware files of a virtual machine.

Note: Useful when a VM is running but one of its disks reports errors or some configuration has changed. ..

. In the Restore window, browse and select the VM files and click Restore

o In the Restore options window, browse the destination path on the access node where the files would be restored and
provide credential for the VM and click Submit
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Restore options

Access node XXXXXX -

Impersenate user (optional)

2ty Browse

Restore a disk from one VM to either the original VM or to another

° In the Restore window, browse and select the disk and click Restore
W XXXXXX ek
Resztore

XXXXXX XXXXXX

+ Hamc
e XXXXXX ek
- = P
° In the restore options window, browse the Destination VIM and Datastore (where the disk will be restored), and click
Submit
L trsstan by TR XXXXXX v
AL XXXXXX
[ .
XXXXXX A XXXXXXT wmste
XXXXXX o4 LE Loe
o For further detalils, click on the View jobs link.

Restore complete virtual machine.
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In the Restore window, browse to select the VM and click on Restore

Whia XXXXxx' Full Wi

Restore

XXXXXX
» | Hame

| EXXXXXX

In the first Restore options window, define the Destination hypervisor, Access node, the restored VM name (either same

or different name) and the Recovery point ; then click Next

Restore options

Showing backup as of 2020-04-08 00:34 ¥

Destination hypervisor XXXXXX

Access node Distribute workload hd

Select a different vCenter (optional)

@r=siore in place
XXXXXX VM display name
. XXXXXX
o In the second Restore options window, choose the Disk Provisioning type and the Overwrite VIVl condition you desire

(overwrite existing VM or not) and click Submit

Restore options

Power on VMs after restore
Unconditionally overwrite if it already exists

Disk Provisioning Crigina

Transport mode for VMware #Mabel ransportMode. auto???

Restore virtual machine using live recovery (viviotion)

To perform a restore of multiple VMs use the VM groups Restore as follows:

Note: Multiple VM restores may require an adeguate network bandwidth as the volume of data to transfer
may be important
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In the FAB Backup console, under the Solutions / Virtualization section, click on the VM groups tab, from there click on
the VM group name to restore

Fypiva VM groups RSN NI RTR] B C8
T ——
XXXXXX
Thwraiew Canfiguratinn Srdup  Wmwjuisas oy
Whis Recovery point
1 4L 1 [ Bpai AN
= . . N .
Lul L3 L] e
Surmmary " » ° o .
Lurul Erchaaga i Apr i 1AL A Ik
er b E7e 5T
2l et b L R IR FE TP . .
rri Pl s el
Lt i g L ] -
e

Select the recovery point (calendar date & backup time) and then click Restore

In the Select restore type window, click on the Full virtual machine

Hypervisor yoxxxx 11 xxxxxx

Select restore type

Guest files
Restore files from the guest virtual machine to the file system of the access node or other client.

| ] Virtual machine files
- Restore virtual machine configuration and YMDK files to the file system of the access node.

<é/> Attach disk to existing VM
" Restore individual VMDK files to the datastore of an ESX host and attach the VMDK to an existing virtual machine.

—l Full virtual machine

Restore complete virtual machines directly to the datastore of host.

In the Restore window, select the VIMIs to restore by checking their corresponding boxes, and click Restore
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Hypervisors | X}XXXXX XXXXXX Full W

Restore

bpkp-groupdl

! | Name

A [ XXXXXX

W | XXXXXX

o [ XXXXXX

7 1 20

-

items per page

For further details on the initiated restore job, click on the View jobs link.

]
. In the FAB Backup console, Solutions / Databases / SQL Server section:
Inslaces Dallabiases InsLant dores AfdInstarce Add Serer
Instances G seaich o
Hame T 3 Wersion ER Sialus Mumberof . i s i Plan i Acliors
. Find the DB Instance you wish to restore, click on its Action button, and click on Restore
LUR b=l | e ] '
Mame 1 P wersion P Server I Statw ! Mumberct.. §osLa § Plan Poactors
XXXXXX 14T O TES XXXXXX Hl'.‘:dj' L] (5 FL-ZLEVLE- 1400y Seves @'
XXXXXX 12.0.5000.0 XXXXXX ey 5 M Rarkup
Fesinre
. Select the database to restore by checking the required box, and click on Restore (top right comer)
Select database to restare from xxoooxx festare - e
Takanase Sereer Recavery madel Latest backug Lime i Gize
] XXXXXX XXXXXX AL Feb 17, 3:05:29 P 71033 ME
. Select the restore point either by dragging the bar or specifying the time in the required box
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il L RLEA A |

[+ March 2020 >

| Restore | Instant done |
[
|
® -
° In the database selection window, select the DB to be restored and click on the restore button.

Instamies
Insganges XXX

Select database to restore from XXXXXX

Database : cerver : Recowsry mode £ Latpst backup time I Slra
B OXXXXXXX XXXXXX FLILL Mar 4, d:43:25 AM 4,35 M8

. Select the tab based upon the type of restore require, provide the inputs and hit submit to start restore.

Restore of xxxxxx

n place

Destination server

Destination instance
Destination databass
warr ng- Froauchion dat ibases will be overwritten on |
o In place restore - Restores the Database on the same server and existing database is overwritten
. Out of place restore - It allows to choose the destination SQL server, destination Instance, restored DB name, data file

and log file location, and recovery state.
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Resxxxxxx ok _DB

Out of place
Dest 1 serve iy =
Destination instance Select an Instance v
Data files v
XXXXXX J
pestination o
database
Data fliie path C\Program Files\Micr
Log file path C:\Program Files\Micr
Additional options v
( ryty @ RE ery
JO recove
i by
o Restore to disk - It allows restore of backed up data to a disk that is either on the same or on a different SQL Server.,

When you select this option, you can restore the data to the database by using third-party tools such as SQL Management
Studio.
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Restaore of DoKX

Path CATemp\SOL-Restore Browse

° The restore job starts once the submit button is clicked. If you require further detalils, click on the View jobs link.

Restore requested - job 10: 74594

. It would take you to the job history and here more details about the job can be viewed by clicking on job id.
Job hl-S[Gr'_n,." [ Last 24 hours =) e

abid.. ¥ Oparation I Sanmr P agent type 1 Subsl. Poserverproup §ooSize ! End ! Baps.. ! Status
26505 Restore XXXXXX SQL Server XXXXXX.._.._.. 1050MB  MarL 34S05. Fsec | comple

2 possibilities are given to you in order to restore your Oracle DB environment:

Note: Using the FAB Backup console, the following data may be recovered:
e Database
e Control File
e |ndividual tablespaces
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In the FAB Backup console, under the Solutions / Databases / DB Instances section, click on the DB Instance you
wish to restore:

Instances {a | 0 0 - b
Hans i Sermr T i Datahass e i Slalus i et Bk Divs i Gre i GlA i Plan
XXXXXX XXXXXX Crach: Rmaidy Jun 15 20G0 121T2L PM 1230&8 Malirt Fe UMNERSAL 7d.—

select the Subclient to restore, and click on Backup history

Subclients Debupr Dok hislory axkl st benl
Mamc T T LAteEn barkun Fre i Plan

Arhrew_ug Jusrs 15, N 121 254 P - LIS NG AL - FiLagrs-PATHE,

chefalt Juers T4, HED 113340 PM F b= LI R AL felayes- Akl Y

Select the backup job to restore by clicking on its corresponding Job Id and then click Restore

AT jobe Jor Festory

Job history {a=zmoth: - ) &
mhe | Operstion.. b Zeresr Poagen., | Subdent T Poga, [ wpe I Ed P Hepzed I islus

214e Backup XXXXXX Orads petaulk am. 2G5 Jum 14, 11: 3448 2 4 min 21 a0 o e

iried Bathup XXXXXX (nenle telaul, Oem. 245 W0 Jum 14 2502 P D oven 24 s

oED Ezchup XXXXXX Orade defaulk Dam.  1.E7GEE |un 13, 22552 PM amns: [T

101891 - [Backup]

Wiew job delals Resubenil Reslore hdare aclions -

Job summary

Backup Fui

Completed XXXXXX

dedault Jum 13, 2020 2:25:36 P

Select the tablespace 1o restore and click on Restore

Imances | JECOMK XXXXXX

Backup content

m shorwinz backup from 2020-06-13 142520 to 2020-06-13 14:2558 *
XXXXXX DECONT

DT Ok 7 | Hamma Ty
RYSal

w[2A J._I:lil'\ﬂ'\-' AL LA
SILM

o | EYEALI TAELESFNCE
UHLITES
S W | SYETEM TAELESPACE

W OO AL SAr

w | LSERS TABLESFACE

Select the restore options (In place or out of place) to modify the rest of the procedure accordingly

— restore to the original server
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Restore options

Required Database mode:
Control file included: NOMOUNT
Control file not included: MOUNT

— Restore to another server and another instance.

Prerequisite:

In place

Destination server XXXXXX
Destination instance XXXXXX
Restore Redirect
B Database
B cControl file
SP file
Recowver to

Most recent backup
Current time

(@ Point in time

06/13/2020 14:28:58

m

5CN

The destination Oracle server must already have an instance to overwrite with the data to restore
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Restore options

Out of place
Destination server XXXXXX -
Destination instance Select a destination instance -
Restore Redirect
M Database
Required Database mode: & Control file
Control file included: NOMOUNT
Control file not included: MOUNT s file
Recover to
Most recent backup
Current time
@ Point in time 06/13/2020 14:28:58 =
SCN
When the job completes, notify me via email
. Once the input has been provided click on Submit, and reconfirm the restore
& confirm .
nSRBNGE [ 000K BAL[  XOOXX
w
. The restore job starts. For further details, click on the View jobs link.

@ Festore reqguested - job 10: 74594

In the job history (see the Monitoring section) further details on the job can be presented by clicking on the job id. From

there RMAN logs can be shown as well,
View job details Resubmit Restore More actions »

Send log=s
View logs

View RMAN logs
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Jobs  GE19T

RMAN logs for the job 98197

P=an Jcriph:

[ shatdown imsediate;

STATTUR Domount;

SET DRID 2506253482

F |

allocate channel chl type "sbt_tape’

I?'M:'35?_]'.'!M'{:.-’ﬂp!."bt:ﬁ\'ﬁ.u:.:.'E.iﬁn'lh.b-ehi.ﬁ-t, BLESIZP=1048576 L‘\."J‘:ln’!'.'_ﬂmlpt'-l‘.it:Z.E‘.l'_t‘.\.h.uﬁf:l!?'ﬁf:dhl,:’hldhﬂ.ﬂb&_‘ﬁﬁs
TRACE O

reed ® =9m 131082 -a 2:0 -¢l LB€ —-ins 63 =-at 23 -9 GHLOT -9t 081072l -rcp 0 -me 1 -p 1 -df%;

reatore controlfile frem satobackop until time = 'TG_N....'.“{":IL";E.I'E:IEJ $3:39:58°, 0y oD YYYY HEJ4:MIi8St}E
aql "alter databame mount';

ERAL;

]

Bman Log:|

Recovery Hanager: Relsase 12.2.0.1.0 = Productiom on Tha May 21 0&:12€:15 2020
Coepyeighe (2] 1982, 2017, Ozacle amdfer ivs affiliaces. R11 sights seserved.
FMAN>

connected £o target dacabase: DBOCIS! (DBID=250E2%34B82)

using target database comtrol file imstesad of recovery cataleg

RN

databare cloped

database dissocunted

Oracle Recovery Manager Interface can be used to perform restores when the Commvault interface does not support the
RMAN commands or options you require. This section helps you configuring an RMAN restore by presenting you some
possible use cases:

Note: Using the RMAN command line, the following restores are supported:
o [ull database
e Control File
e Multiple stream
e Tablespace point-in-time restore
e Redirected restore using SET NEWNAME

SET parameters example - PARMS="SBT_LIBRARY=/opt/commvault/Base/libobk.so, BLKSIZE=1048576
ENV=(CV_mmsApiVsn=2,CV_channelPar=ch1, ThreadCommandLine= -cn <your server name> -cs pbaasfepacs1)"

Some restore scenarios:

Oracle Full Databases

. Put the database in MOUNT mode.
. On the RMAN command line, run the following sample script, substituting any required or optional Oracle SBT
parameter
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run {

allocate channel ch1 type 'sbt_tape’;
allocate channel ch2 type 'sbt_tape';
restore database ;

recover database;

sgl “alter database open”; }

Oracle Control Files

. Put the database in NOMOUNT mode.
. On the RMAN command line, run the following sample script, substituting any required or optional Oracle SBT
parameter

run {

set DBID <dbid>;

allocate channel ch1 type 'sbt_tape';
restore controlfile from autobackup ; }

Cross-Machine or Duplicate Restore

. Include the CvClientName or CvinstanceName environment variables for the source client name in the following RMAN
restore script.

allocate channel ch1 type 'sbt_tape'

PARMS="SBT_LIBRARY=<software install path>/Base/libobk.so,BLKSIZE=1048576,
ENV=(CvClientName=clientname, CvinstanceName=instance_name, CvSrcClientName=sourceclient
name)";

Multiple Stream Oracle Restores

. Use a unique backup piece format to avoid conflicting backup piece names

run
{ allocate channel ch1 type 'sbt_tape'
PARMS="SBT_LIBRARY=/opt/Base/libobk.so,BLKSIZE=1048576";
allocate channel ch2 type 'sbt_tape'
PARMS="SBT_LIBRARY=/opt/Base/libobk.so,BLKSIZE=1048576";
allocate channel ch3 type 'sbt_tape'
PARMS="SBT_LIBRARY=/opt/Base/libobk.so,BLKSIZE=1048576";
restore database ;

recover database ;

sgl "alter database open"; }

Oracle Individual Tablespace Point-in-Time restore
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Clear the Oracle Flashback area so that RMAN uses the Commvault objects when performing the restore.

RMAN> CONFIGURE CHANNEL DEVICE TYPE 'sbt_tape'
PARMS="SBT_LIBRARY=/opt/Base/libobk.so, BLKSIZE=1048576",

RMAN> RUN {recover tablespace test1 until ime = "TO_DATE('02/12/2013 16:568:43'HH24:MI:SS'")"
auxiliary destination '/u01/tspit/'; }

In the FAB Backup console, Solutions / Office 365 section, click on the MS 365 App name
Select the mailbox you want to restore and then click Restore

s B8 arpn %IS Mtz Deogver Remcibions

365-dema - Lopse P AaiMite
Flarre i SNTFadimss i Fln  Habairge | Proomssdum HI
E Frerek e Lo L L PR e TR ] FE-0085- 1 ECdays PARE Userhfalizen Ry 11 223E, 1231905 BM BRATHE

Select the items (malls, folders, tasks, contacts etc.) to restore and click on Restore,

In the Restore Option window, select the required options

Restore options
Resines 10 [l
Desinatien hest W e -

B s arpi=el fkder

Wit S mxi I:_‘ DwErATiD: Ln i onal iy

g

-

Click on Submit
(Optional) To restore to different folder or different user mailbox (rights only with tenant admin),
. Uncheck the Restore to original folder
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Restore options

Mailx
atian he 365-dema
Restore flter
i i Brow: -
' i - e uncesndi

. Browse and select the Destination path and click on OK

Restore path

Charles-Aime ED

Dermo FAB
Archive

B EBoite de réception

Boite d'envoi
Brouillons
Calendrier
Contacts
Courrier indésirable
Eléments envoyés
Eléments supprimés
Fichiers
Historique des conversations
Journal
Notes
Racine de Yammer

Taches

Canicel 0K

. Click Submit

Restore options

&% atinn psach Cemna FAB\Ecite o= récepaian Browse

When message ensts i OveraTioe unconditonaily

° For further details, click on the view job details link and then on the job ID
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To gain vision on the currently active jobs:

o In the FAB Backup console, go to the Monitoring / Jobs section

Jab history

Active jobs w~ =

: Sarver

XXXXXX File System default XXXXXX ] Mar 13, 80012 PM Osec i

Find here all currently active jobs (backup & restore)

° Click on a job to get further details on its process:
x
251472 - [Backup]
View job details suspend Resume Kill i Possible actions
] p More actions v on this job
General Send logs
information on Job summary )
the JOB View logs
Backup Full
Scan Pending
5% XXXXXX
default 166
Feb 6, 2020 3:00:19 AM Scheduled
. FE-SERVER-6Day-4Week-AMCOR-PARIS Unavailable
Detail on the
job current
status Waiting for the services on the client [XXXXXX 1to come online. Develop to get
Source: XXXxxx . Process: JobManager further job details
Job details v
Cancel
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To gain vision on the past Jobs activity:
. In the FAB Backup console, go to the Monitoring / Jobs section, and click on Job history

Active jobs Job history

Job history (Las 22 nours - Fe

This view lists all completed jobs.

You may click on a job ID to get further details and possible actions

a
Job history sz reuss

ek & i Operation § Server 3 Agentiype § Subclent  Severproup  § Sme Stnt i Elapsed t St :
T4500 Restore XHXXXX Winchows Fila Syst.. XHXXXX o8 Apr 4, TEI25PM Tisec | Compleed |
74382 Backup X000 File Systemn defaut 0K GIEMI  ADr4 ZITOTPM  Zminddsec

74324 Backup XXXXXX File Systern defaut YRXXXX 5.6 M8 Ape 4, 1Z0243AM 2 min 33 sec

74322 Backup XKXKXX File Systern defauit XXKXKX 450MI  Aprd, 1Z0BA3AM 1 min35sec [ compiewes ]
TAN9 Backup XXXXXX File System et YRXXXX 5.16 M Aprd AZ0RAZAM 2 min 32 sec

74201 Backup XHXXXX File System ezt XXX ATSATME  Apr3 1T0RS0PM 1 mind6sec | comgieed |
74250 Backup XXXHKX Flle Systern defait 00X SAIM3 Apr3 110340PM  2min3Ssec

74209 Backup XXXXXX File Systemn defzu XXXXXX 9,04 MB Apr 3110380 PM 2 min a1 sec

Logs files can be found on the host under below path:
For Windows : C:\Program Files\Commvault\ContentStore\Log Files\
For Linux ; /var/log/commvault/Log_Files/

Below is the name and description of log files that can be used to troubleshoot various issues.

Log file Name Description
Install.log Installation log file *
clBackup.log File System backup log file
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clRestore.log Restore log file

extidbdiscover.log Initial Exchange DB discovery log file
extidbbackup.log Exchange backup log file

SQLIDA.log SQL backup log file

vsbackup.log Virtual server agent backup log file
Vsrst.log Virtual server agent restore log file
vsrst.log New restore log file for Virtual server agent

* Note: For Windows if Log folder is not created for some reason during installation then, install log can be found in this
location C:\ProgramData\Commvault Systems\Galaxy\LogFiles\Install.log.

Notes: The Program Data is hidden folder ; you need to enable the Windows “show hidden
folders” options

At first, it's important to have a look at the job activity.

Look for the implied job, and check for events.

It may be relevant for deeper analysis on the jobs activity, to have a look at the events.

As explained in the Jobs Activity follow up chapter, you may find events related to each job within the job activity log.
Otherwise, you may also require having a more global look at the activity, by checking on all events occurring for your

Company:
. In the FAB Backup console, go to the Monitoring / Events section
Events =
Leverily Lwenl 1D job I Lale Program Cormpuler Leenil oo Desinplon =
XXXXXX XXXXXX XXXXXX Date & Time ~ Source program  Agent name XXXXXX Event description with detail

Depending on the case, and for further analysis, acquiring the job logs could be interesting (see the Active Jobs chapter).
Here follows a list of possible encountered errors and the action to be taken

Error Action to be taken

Source could not start the Check the network settings on the source computer
command

Destination could not start the Check the network settings on the destination computer
command
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Services on destination are
down

Services on source are down

Connect timed out

Job Result Folder has low
capacity

Base Folder has low capacity
Authentication failed
Firewall connect failed. Source

client </ is not listed in the
firewall config file.

Often backups are pending due to a lack of communication between the FAB infrastructure and the agent located on the

client to backup.

Make sure that the necessary services are up and running on the
destination client computer (see section)

Make sure that the necessary services are up and running on the source
client computer (see section)

Check the connectivity between the source and destination computers in
this message and make sure that you can ping these computers from one

another

Increase capacity

Increase capacity
Make sure the proper authentication was used

Make sure that the firewall config file is correct and check if this client is
listed in the file

Such communication may be verified through the check readiness command:

. In the FAB Backup console, go to the Administration / Servers section
Cervers L Searc aqid gateweay  Ardd server v 0
Mame T wersian i t Updatestatus § Artions
XXXXXX Windows Flie System 11 5F14 HPET+ Windows Server 20N6 Dakac, Meeds update E}
. Locate the concermed agent click on its action button, and click on Check Readiness
Carvars 2L Searc Add gateway  Ard s=reer v = 4
Mame T wersian i i Updatestatus § Artions
XXXXXX Windows Flie System 11 5P14 HPET+ Windows Server 20N6 Dakac Mesids update G‘
Restare
Bark up
Wiew jalis
A snEesre
Lipaare snware
Hebre I
Chaeck readiness
Send lags
. Wait for the operation to complete and look for possible errors reported
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Check readiness

B Hework

HesuuroefiC apauky
nchids= disabled erdities
ﬁlrlFlll"ﬂ‘ oin chieck
Additianal resources

Client connectivity for xxxxxx

Sneew detals Check readiness

Llient teul Heardy,

Curmmierve and Clignt XXXXXX rron returried m:Carnel Taile
r and Meckasg@ent xxxxxx , Ermor returmed Is:Cornect falked
afpeEril XXXXXX & ollne

iur falure belwes
J flon talure botwee
I rativn Latabiguss
3. kot Fath [ xxxxxx

Medladgens Mt Rrady

Backup services on the clients have to be up and running for any backup & restore operation. Below is the list of services

(name, process, description and log files).

Windows Service Name Processes Description Log file
(Linux /
Windows)
Commvault CvD Base Service, Provides the ability to CVD.log
Communications Service fetch or save metadata on the
(GxCVD) CommServe when backup or restore
are in progress.
Commvault Network Cvfwd File System backup log file Cvfwd.log
Daemon (GxFWD)
Commvault Client ClMgrS Responsible for archiving or ClMgrS.log
Manager Service recovering the files
(GXCIMgrs)
cvlaunchd Linux Process only - Responsible for cvlaunchd.log
spawning Commvault processes
On your devices, the FAB service management is made as follows :

Open the Windows Start menu -> expand the Commvault start menu folder -> click on Commvault Process Manager -> go to

services tab.
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&

General Plugin Processes Sendces Llegging = Troubleshooting
C
| Aditi-staet senades when O etams
. Commwvault & T

5 WICB5
a Commuvault Process Ma nager b Comorvasult Communications Senrdce
F Commmesult Network Dasmon

From this pane, your client services can be started, stopped, and restarted using the button at the bottom.

4 | | g

On your devices, , the FAB service management is made as follows :

Verify services:
Run the commvault -all list as root user

To stop service run commvault -all stop as root user
To start service run commvaullt -all start as root user
To restart service commvaullt -all restart as root user

FAB logs all alerts set for you Company.
When analyzing an error, it could be relevant to have a look at the alerts:
o In the FAB Backup console, go to the Monitoring / Alerts section

Triggered alerts  Alerts definitions

Auto update off

L,

Triggered alerts (&

Mo data available

Notes: The “No data available” message indicates that no alert was sent the past 7 days
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You may subscribe to pre-defined alerting policies:
. In Monitoring / Alerts section, click on Alerts definitions

Triggered alerts  Alerts definitions

Alerts definitions

. Click on the Alert definition you wish to setup
Triggered alerts  Alerts definitions Add alert definition
Alerts definitions =
Mame t i Type ! Company ! Enabled
Backup job failed Data Protection XXXXXX
Backup job succeeded Data Protection XXXXXX ﬂ
Restore job failed Data Recovery XXXXXX
Restore job succeeded Data Recovery MXXXXXX
. In the Alert target section, click on Edit
Alerts definitions.
Backup job failed Edittemplate  Delete
Alert summary Alert target Eait
Data Protection Email

Management s
Job Managerrien Redipients

ob Failed To

Entities Fdit

Server groups
XXXXXX

Servers

No server selected

. Select the options you require and click on Save

Edit alert target

vent viewer
Console SNMP

Recipients

Ta
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Notes: Make sure your desired alerts are enabled in the Alerts definitions section
(checkbox Enabled)

For any further help you may require contacting us...

. Connect to your Cloud store, and click on your required Flexible Engine domain
https://selfcare.cloud.orange-business.com/

Q

Flexible Enaine

OCBO00xxxx (Your FE domain)
Your contract =
Your sarvicas =

cseeee

. Go to the Support section and follow the provided instructions depending on your need

Contrat  Tableaw de bord  Services  C©

BEOOBACERD @

En Ligna

Caonsulter ["aide en ligne i - ]
| nediclor & 1 e | .N

I Curerer wn ket incident |

Par Talephone

Le Cantre Support Client a5t accessible 24/7.
Son numéno de téléphone est disponible ici (celui-ci dépendra de la localisation géographique de votre
sigge social si vous disposez d'un VPN Orangs).

L
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https://selfcare.cloud.orange-business.com/

Q

Flexible Enaine
OCB000x0oo (Your FE domain)

“Your confract >
Vour sarvices =

cseeee

. Go to the Services section and click on Manage your change requests

Cusbmd  Diodiwsssl  Zovecrs Onbon Beleowsles Blbey Doossodts Bousasd Usmaza Flaxibds Enga

_9 o ‘b et OCB000x0x (Your FE domain) )
s

Services Mlaags v b FepLsie

FAQ

Which agent to choose for a standard Windows server backup?

. The agents for Files and Folders on Windows Server are named
FS-Agent_WinXxx where xx represents the OS Architecture type, i.e. either 32 (x86) or 64 bits

Which agent to choose for protecting my Microsoft Exchange
Database?

. To deploy the FAB agent for Microsoft Exchange, the agent to download is:
Apps-Agent_WinXe64

Which policy should | use for saving my files to Paris and to
Amsterdam?

. In order to protect your data in Paris and Amsterdam with the same policy, you are given the possibility to use any
policy named:
XXXOOKKXKXKKK - PARIS + AMSTERDAM

Notes: Various policies exist with such naming, depending on the data retention period
you wish to apply for your data protection
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